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A spatio-temporal correlation method for flight control
sensor data anomaly detection

Yang Ting, Wang Yuan,Wang Yingqi,Song Yuchen,Liu Datong

(School of Electronics and Information Engineering, Harbin Institute of Technology, Harbin 150080, China)

Abstract: The normal operation of flight control sensors is the key of the safety and stability of the aircraft. However, most of the
anomaly detection methods only consider the correlation between sensors data or the correlation change of data between different sensors.
When the operating conditions of aircraft change dynamically, the accuracy of anomaly detection results may be low and the false alarm
rate is high due to insufficient feature extraction. In this article, a flight control sensor data anomaly detection method based on spatio-
temporal correlation is proposed to achieve the fusion modeling of sensor data changes in time and space. Firstly, the feature extraction
module of temporal evolution and spatial correlation is formulated to extract the features in time and space in parallel. Secondly, the
spatio-temporal correlation fusion is carried out to obtain spatio-temporal correlation predictive data. Finally, based on the statistic of the
residual between the predicted data and the actual data, the threshold is selected and the sensor data is detected. Through the
verification of simulation and measurement data, compared with typical anomaly detection methods such as RVM, the anomaly detection
accuracy rate of the proposed method is at least 0. 4% higher and the false alarm rate is at least 1. 8% lower.

Keywords : flight control sensor data; feature extraction module; spatio-temporal correlation; anomaly detection
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Fig. 1 Anomaly detection scheme framework based on

spatiotemporal correlation prediction
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Fig.2 Diagram of dilated causal convolution in TCN network

B—J2 TCN 2% Bz BF AT LLEAT R 0% B R %
XT%?&%M\%@%%r@J Si = [511 38y "’Sn] s *}Lg{{%
Ry —oE = (4) s .

C(S,) = Zof(j) X Si0ie) (4)
Aorp, FIRBFIRIERS kRN d B T, £R s
BUSERATEZ Rt — d x i U S, it 2 il
RASHEATIAN, BB ] ¢ (ks th A S ] ¢ FIRT—
R R TE T G, BHUEEE B s, B
B 1 eP 23 I A 2 | IR PR, M 1T LR 1 Rl o
{1 7 S 15, T B 0 R A A R g AR 1



24 O & M 45k
HEALHHIE REPFTER,

X Z)Z% TCN M5 , AL Z ) TCN [
(] Ak 22 g5 A HEAT A0 1R 3 s A R IR 4

|

RARZRER

an T

K3 TCN 4% BhRR % 2R & 7

Fig.3 Diagram of causal skip connection

g AR ER 3 5 S T A0 £ AT 12 38 3 ERAH DR A
I 1x 1 B FROR AR N ) 4 fiF 1 3 1 40— 30,

i TR PR30 B8 (rectified linear unit, ReLU) B A
WS B R, A /N O AT, TRLIG TON 19 % r i i 8
FHAN(5) FE7R 4 ReLU RECRAE 0 R

ReLU(s) =max(0,s) (5)

25 bk TR P AL R SR O b | X6 T T
AR R m RGBSR S, FRIE SRR B — )2 1
Frth =X (6) Fros .

Sue =TCN(S,) = ReLU(F(S,)) + €, (S,) (6)

HH 8 = (St oSumen™ »Sume s ) 2 PR AF 4R U
Yt — )2 000 A5 2] 0 R I 4E R B AR A
TCN(S, ) FemXt S, FIF TCN W4 BEAT Rl 1) T A5 2] 1
FrtEfi i F(S,) Famxt S, dhATas i 5 S 0 eh S
fE5C, .\ (S,) RRXES, T 1 x 1 B,

2) 73 [B) A MR R AE AR B B

23 [AAH DG M RR AR 42 OB B SR L TCN N 2 147 1] )5
OYHT . ASSOR LAY B I R A R BE S, A el e
AYBTIY ARG AT LA SE 2 4 B A AT D S o — 4
JE 7S Sk PR S0 A B (5 S, 1A RT3 ) FR A
i, I TCN 45 AR AT 1S 4387, DA $12 B 4% 4 B
T A AR B Z IR A DGR RRAE

Xt T AL A T 51 S, =8, 28ms 80l
TCN W% F)2 5 1% an=X(7) s .

C(S8,) = Zoﬂ D)X Sy (7)

A f%ﬁfrﬂfﬁ{ﬁ%&k SRR d B T o
BB TCR MR — d x i oAU S, i 230 1H]

Hegd

5 I AR T B BB H B, A7 [0 0 43 A s )
28 S PRERSE F RellU pRER,

L5 L RTIR 7R 28 [ A SRR AE 4 U B | X614 56
HEPE R n B9 KPS ARG B S, , X HEAT 28 TR AH DG 4
TEHRIUE |, e A — 24 =l (8) i .

S,.. =TCN(S,) =ReLU(F(S,)) + C,,,(S,) |,..

(8)

8 e = (S et S0 S e, | RS
AR SRR I SR BSOS F00 75 280 A Fp 00 248 B s 1 e
Hith ,TCN(S,) Fmxt S, FIFH TCN X 2% {ij ) #E #4155
MRFIERT Y F(S,) FRX) S, #4725 A5 305 MR%L
PR C L (S,) FRXT S, 171 x 1 B,

1.2 TkISERSHIENF S XBEME

BN A ¢ B9 L R A s s Ja,
T —E ACGE X S A IR E 17 =X (9) Frn iy
RS QT

St = ’M}]Sn

space_t

mes T wzg,pacu (9)

Horr w, 5w, AT R] 5 28 T D s I 2
15BN AR sRBUE R T IS B A

TR A IR A (0 I 25 DGR N 24 7 R R REAE 2
BB He T TR T aE 1% . BT 2 ML AR R
PBREUH loss,, Jloss,,,.. LB T YNGRl RS T Az 4%
TR LA SR LS, B R eREUE A, R AF 2
AR 2, 5 SR A0 RS S LS B 1A, A
PAR Ak B 5 R 5 e O SR R — 3%, N, 2
w, = loss,, /loss ... > 1, WTLHSYHT & 8 00 3 A7 (14
ey 23 ) AR A0 A S P R B BRURE B ) JHC T & 0 7 AN A
PR, Sz B (AR A — 30, YA T R K R
B ARG, R TR RSB G 4 4 %
DL RE B 005 LG, B 2R T 2R pRBUR LE SR
FREIE A AR, PR T S AP0 2k pR B A A R
K (10) ((11) Piow

w1 — 2 spcae ime ( 10)

lossspacc/loss me T a/loss

w, =

(11)

l()ssspa(:e/lz)ss'ime +

U Zrat B 4 0% sR IR ORI B 5 S PR

P 2% WIXHE AR P 51 S, i &, P REAE B HL

R R BRI 5 An=R (12) 5 (13) Fiis .
losstimc = Li (S,k _‘;nmc,k)z

n =1

1 n
— _2 2
los‘sspace = Z (s Sspa(:é‘,_k)

n =1

Loss ./ 1055 1.

(12)

(13)



8 1

W HE A RTINS SCIR IR RAL R AR S A 25

1.3 ETFHZEXBEANCEEESMERERSN

SRR TR LA 3 AR

1) Bl b BERY BE . th T AT 80 45 4 B A R
() 00 e RS, BT E AR LA B A P 7 R R
ATIH—AAb B, A SO © AT S 8 T (14) R [0, 1]
Ju FE A A B K - /N — AR B

. S =S

TS, S,
Ao, S, S WIRARIEER § 4E 5 1 IR iR B 17 515 S, RS
3RS, B/ MEF KRR, B, 0 —1b)m i 5 ot
O3 WA EE S ¢ AR B 111 E A REAS I 7 11 DL T REAE
PEH T B a7 b FE

2) RIRALIR A B i s 23 DGRl G B B K AR R
FHPECRE A 2 B TR BRI, 15 2] S FiT e [R] 25
¢ BTN R 5,0, 5,0 FEUCKE 2 AMBEERRY &
Ff R i 73X (9) PR A 25 IRl

3) SRR o Bt

FE SR B, T SR AT S R O R {1 A R
UCARPERE A 1Y BB RABAG SRR B s R4 T S A

(1) S AN 5 {326 B

AT IR A EE AR, AT A R FH S BE Y 7 ik
e BAEL, 10 1 B0 5 7900 B8 =2 Tl i % 2 3 RO
F—geit ot N B —E ke v, Rk A ek
TR G 9 15 7 F 5 B0 B 5% 22 1 g T R 3 E
w SR o HEAT B A B, KR e — bR v 22 AR
5% 2508 SR S8 BIME AR SCIERE T AT 20 3o J
VT R B, BE R R SEE TR A, W (15)
L3(16) s

A, =p+ 30 (15)

Ay = = 30 (16)

(2) RIRAR AR S5 Ao

FEVEAT SRR I s (5 R AR 2 By B AT 2 A B 25wl
B AT SRR TR ¢ B 1] 25 AR I A m )R AT R
AR EAR Ty,

Y, =5, -5, (17)

BOE—SFEEEE =[£,,€,, &, ] ARSI ¢
B S8 Ly, A S S B, WA 6] 20 B AR s
VG S NS R & I LD ITA: TN 11 B2 O IV = 0
& & bmich 1, /NAREN 0,

g5 b BT IS SR S H R A ISR 1 R

(14)

2 SCIGHRT

2.1 SCIHgE
1) SEE
TAHLEA IMU ,GNSS 55 ZFp 2 A 1Y i 14 Jlgs

*1 ETHZEXBRHETNNREQNEE
Table 1 Algorithm of anomaly detection based on
spatiotemporal correlation fusion

B ETHZEXRNVEEERIESERNEE

Input FEFZAE R IEHE S, = [sp1 08w »Sur ] » FEARAHSCLE 1)
BAES, = [suosiay s |, SRR ERR A, STFR A,
Output E‘f—ﬁb{‘%f = [&,,6,,,¢r]

Fort=1to T do
glim(-J — TCN( L8058 5" 5Smu-11)
‘;space,z « TCN( [xno IR R J )
gl <~ wl‘;lirm:J + wzgspacu

Vi S S,
Ify, > A, orA, <Ay, then
&, 1
else
&, <0
End if
End for

AN IZ T IR BT A 55 T [ 4 3 1L X e b 45 2 2k
BRI AES AR5 T B & Fh AT 8 IR AL AR 1 D
K5 RATEBIT RIS RRE | B DL Te AHL G 1L B 2%
HARFIATHI G B — B LA Be A, SEBR I FH A
SR, T BAL A ELA B R SRR3R A g B3 S
MRS B B [R5 R R AR AE S, BRE A T IMU 4§
SRR R ARG IR

25 LR AR SCEBE AN IMU REEAL RS 115 B
5 SR o T4 vk B S ARSI T RE A T AR IE

(D)5 E IMU R AL R B0 7 A

AR SR IR R 8AF PIXHAWK #4787 2R 05
L AT O, O EURR R G KL B R 21 1A
BARAER A 4 FioR .,

R S
e W BB
[ wh B wErdg | B SRRE) B
Bl PIDE 3% PRI ”ﬁi‘ ;
T (A= T
R R TR

&l 4 To AL SRR 2H JAE 5]
Fig. 4 Physical model of UAV

bR 7R o A B BEASE R g3 D 28 R 3l g 2



26 & L £ ¥ W

PG ROBHERIR R, fE 2 KB Ty E iR G AP B
BLAR G S s i S 452 14 Jok o 9 B 381 il BB 2647 3K Sl -
715 RIS TEAMUIAT AT 55 . TE AHLAR
BS i th AR AR HL A T I Al 1 B B A5t P A B A7
Bl o A B A AR v 00 e R RO X
e RN ek 1 SRS B AT A R A 8 5 M e, S A 3
BRI TR R T RS B B R RS R A = 4%
i s AT Al 5 7 A S B

TEEART R AL AR SR T A LK B3 f) AR U 3
i AR I AR R R 5 B e ) R 48 22 (A1) B 12 1 6 TMU
AT R IE R

i FRTT R $i AR 2 B i RATAE SR Bt AT
AR5 R, %k = in s BE T o Y o lon R S =l
WERASC P A TR I 1y TR 2 AN E AR R IR 3R 3 /s AR
BLTEA R LR 5 16 i 2 ke >

x2 FAREREARETESIRER
Table 2 Flight mission operating condition information

in different sampling point intervals

TS SRAE UK ]
K 0~800
fy 800~2 200
HAT 2 200~3 000
L) 3 000~5 000
K% 5000 LI

R3 BEINZERFR

Table 3 Details of fault injection settings

BRER BRSO i 2 X (1]
JIEEE RIE -0.3 m/s? (1800~2050), (2250~2 500)
X B fERZE 0.2 m/s?  (1800~2050), (2 500~2 750)
BEEMER KIE 0.3 1ad/s (1535~1700), (4300~4 500)
BEHEAR fHZ 0.2 rad/s (1 000~1100), (2 600~2 700)

X RIS IMU 47 R 4L, UL Bl B2 R 5], 15
£ 5 000 2H Gl AL R 1 LA R S R RO dn
K 5.6 iR,

-0.2 F

-0.6 -

0 fE a/(ms?2)

1O P —— R R E B4

-------- s A R R
0 1000 2000 3000 2000 5000
(a) il om 338 ¥ - PR

(a) Simulation data of ax with stuck fault

Fa5%
0.6}
o
& 02}
&
&
%02t
£ —— TR\ B B
o6 | BN S SR v _
0 1000 2000 3000 4000 5000
(b) B2 fHEEN T E

(b) Changes of attitude angle

P S o JRAI I B2 5 BT A e 1) S Kl

Fig.5 Anomaly data of x-axis acceleration with stuck fault
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spatio-temporal correlation
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Table 4 Performance of different methods for anomaly

detection in simulation data

BARXW WEMMER RV LSTM TON ASOfE
ACC 0. 942 0.972 0.990 0.995
e
FAR 0. 030 0.017 0. 020 0.010
R
F1 0. 864 0.933 0. 980 0.990
ACC 0. 956 0.972 0.990 0.995
x Al FAR 0. 080 0. 130 0. 020 0. 020
s 22 ' ' '
F1 0. 852 0. 838 0. 980 0. 980
ACC 0. 983 0.976 0.998 0.997
A f
. FAR 0. 026 0.078 0. 020 0.010
R
F1 0.970 0.938 0. 980 0.990
ACC 0.951 0. 954 0.990 0. 996
A FAR 0. 040 0. 050 0. 040 0. 020
AR 22 ‘ ' '
F1 0. 856 0. 862 0. 968 0. 980
B ACC 0.958 0. 968 0.992 0. 996
HARA
FAR 0. 044 0. 069 0.033 0.015
F1 0.913 0. 900 0.977 0.985
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Table 5 Performance of different methods for

anomaly detection in real data

KM SRR RVM LSTM TCN Ak
ACC 0.922  0.946  0.970 0.978
o il e
FAR 0.052  0.040  0.042 0.038
JERIE
F1 0.834  0.896  0.920 0.931
ACC 0.936  0.952  0.972 0.976
x g
e FAR 0.088  0.158  0.038 0. 030
e i 22
F1 0.848  0.816  0.923 0.928
ACC 0.957  0.938  0.963 0.975
R
FAR 0.066  0.084  0.048 0.028
R
F1 0.913  0.908  0.915 0.933
ACC 0.931  0.949  0.969 0. 980
RAeshik FAR 0.070  0.068  0.044 0.030
RAE 2 ' ' ' '

F1 0. 902 0. 858 0.920 0.939

ACC 0.936  0.946  0.968 0.977
FRbRIMH FAR 0.069  0.087  0.043 0.031
F1 0.899  0.869  0.920 0.933
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