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Contrastive time-series reconstruction method for satellite anomaly detection

Li Zhenyu,Song Yuchen,Peng Xiyuan, Liu Datong
(School of Electronics and Information Engineering, Harbin Institute of Technology, Harbin 150080, China)

Abstract : Anomaly detection based on telemetry data is a key technology for the on-orbit operation and maintenance management of
satellite. However, most of the existing methods only use normal samples to build models, while the anomaly detection results are
sensitive to the detection threshold, resulting in a high false positive rate. To address this problem, this paper proposes an anomaly
detection method based on contrastive time-series reconstruction satellite of telemetry data, which makes full use of the prior knowledge of
limited abnormal telemetry samples to enhance the differences between normal and abnormal samples. First, variational autoencoders is
used to extract the time-series evolutionary characteristics of telemetry data, specifically the contrastive learning method is introduced to
establish an encoder with differentiated outputs of abnormal and normal telemetry data, which uses a large amount of normal telemetry
data to further train the whole model to achieve precise time-series reconstruction of normal telemetry data and form a time-series data
reconstruction model sensitive to abnormal data. Then the anomaly detection threshold of satellite telemetry data is deduced based on the
kernel density estimation method to further improve the detection rate of abnormal samples. Experimental verification was conducted
using real satellite telemetry data and the results show that the proposed method can effectively use historical abnormal samples to
establish an anomaly detection model, effectively reduce the false positive rate (all below 0.002) of anomaly detection and maintain a
high detection rate at the same time, keeping a good practical application level.
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Fig. 1 Basic subsystems of satellite
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Fig.2 Single-point anomaly of satellite
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Fig.3 Contextual anomaly of satellite
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Fig. 4  Collective anomaly of satellite
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Table 3 Reconstruction errors results of telemetry data

in normal and abnormal intervals

et " , FXYRE IER/ R
BARFEA EMRE RO . T
LR il
EH 0.182
AT . 0.029
S 0.211
A-7
B 0. 169
VAE 0.014
SH 0.183
E# 0. 003
AT ) 1. 002
S 1.005
D-7
EH 0. 005
VAE 1. 000
S 1. 005
N1 0. 004
AR 1.533
SH 1.537
D-9
EH 0. 005
VAE 1.519
S 1.524

B xR 22 B T 0. 029, ff AR B £ R4  , &=
/D VAE 15 0. 002,

2) SH SRS b

R T4 1 1) T AL 1R 25 0 AR SRR S T O i, X )
HHAEAE I 520 R AT #52, XFF NASA SMAP %45 4
A7 @B ) S w25 SR An 1B 8 i

o — HSE M
= 0 HERE XA
2

_1 1 1 I 1 1 ]

6 000 6100 6200 6300 6 400 6 500
B 1)
(a) NASAA-TIL B R X 7]
(a) True abnormal interval of NASA A-7

m I ; EARE
= 0 THETH 1] SRR P4 R
e | “ VA 1

-1 1 11

1 1 1
6 000 6 100 6200 6 300 6400 6 500
I 7]
(b)NASA A-7 5 RLII 45 5
(b) Anomaly detection result of NASA A-7

o
;p'é“ F50.155
2
@ 0 T4 0.000 . . -
B 6000 6100 6200 6300 6400 6500
i )
(c) NASAA-7 55 A 3l i F

(c) Anomaly detection thresholds of NASA A- 7
P18 NASA A-7 Hin e 5 b A I BOCR 5]
Fig.8 Anomaly detection for NASA SMAP A-7 dataset

XFT AT R AR AR SCHR A0 S 35 R {E A
TR E S ARG S (0~ 0.155) , 245N 21

S 1 A R 25 XA TE R IR Bl o e, A
B 8 Wil S w45 SR X L AT LB, A AR iy A-7
TE B Y 5 H X A 2R 6 200~ 6 500 5, BT 4R H 7 i
B S H A X 6] R 5 6 285 ~6 500 i, H BT A O ik
X} 328 AR A T S ARG A 3 AR v A B
BB, FE 51 AT Ha 20 5 B I 2045 21 6 3 T 44
it EE R | BRAE X 1E R AS RN S R A IC M A R 22
SEALFETR | DT A AR S i G 0 235 SR Ko ) 1 ) R B

AR ITHE 7 1 BEAE B AR S5 A 3 R 1 o R
HEAFEER T R EEAR T2 BN LR, 456
B 8(c) Ay EM IR 2Z ML LA B, X T4 6 200 ~
6 250 s, I HCHE F B AR fh R B AR A AR 5 OE R
FEAR ) 22 5N K AT S W FEAR N AR 2 &
TR B 220 B R A e e AT TR R X T AR
6 250~6 285 ;5. , AT LA H 1 I A5 s 0 TP 1R 22 A T i 5
AR B B, el 7 S 1 43 A SRR A Hh B S 2 AR Ak R
WP S AP 3 R A T A 52

X7 T NASA SMAP TL&E A-7 .D-7 Fl D-9 =Fh il %
P, BT ORI SR R 4 SR SR ER 4 TR

R4 EVHERERUER

Table 4 Anomaly detection results of telemetry data

HARrEA S AR X ] SRR AR 2 AR
A7 (6200~8 600) (6285~8 614)
D-7 (4940~7 641) (5058~7 625)
D-9 (6 250~7 405) (6 475~7 389)

M 4 Rl LUE B, 4800 4R T S R AR
SEIRIX ) 5 HSL A R BEAR X R A R, H3EEAR R
A PSSR R A X R 22 A X R B bR, A R

ARG A R AR SCRTHR Ay L BE RS A R
2R IMBAE TR AR R AR Z G 22 5 At
P SRS A 288 T B0 O 8 T T M TR 22, A A5AG T 22
B G SR RS TR T 25 SR i R
3.3 LINFERITIE

FIF NASA SMAP %45 4E (% A-7,D-7 il D-9 &l
RGBT Ty ik 5 ST AR AR DL S NASA FT 4 Hh i
Telemanom J7 3% AT XT LY | 38 0 K6 M 2R | B 228 5 A1 M A
AT IEHATR G, R kst 3 A g 42
Fr5e R R A S5 SR 5 R,

i 6 A [ 7 1 % NASA SMAP i#i 8+ A-7,
D-7 F1 D-9 12 B4 1 58 R I 45 5K 0T LU, X TR
HRIERR (TPR) |, I H 0y i 5 3 B84 2 1) o SISO H 22
0.018( A-7) .0. 016( D-7) F1 0. 026 (D-9) , i NASA Jir{
U Telemanom 5 35 76 £ A 8088 ik B s R——5



24 %8 L FE ¥

#H 45k

x5 ENHESEQUERIE

Table 5 Comparison of telemetry data anomaly detection

Hodfa PN Ei=L2) N A3
§ . PSZ AR Telemanom .
N et VeI Ttk
TPR 0.287 0.232 0. 052 0.269
AT FPR 0. 000 0.139 0. 000 0. 002
ACC 1. 000 0.814 0. 854 0.988
TPR 0.353 0. 000 0. 101 0. 337
D-7 FPR 0. 000 0. 000 0. 000 0. 000
ACC 1. 000 0. 646 0.749 0.985
TPR 0. 156 0. 000 0. 043 0. 124
D-9 FPR 0. 000 0. 000 0. 000 0. 000
ACC 1. 000 0. 844 0. 889 0.970

WAy AR 0. 235 (A-7) .0.252(D-7) F1 0. 113 ( D-
9) , AR SCHRE H 7 B I 22 RCR 0. 026 (D-9) AL FH 1
BRI 0. 113(D-9) , /AT T 0. 087, Ul A ST 2
WO RENE — AR b B S R R X TR A R
B, 5 FTRAS SCAT R O R A 3 A4 S H R T RO 4R
i % (FPR) # T 0. 002, #4954 BB I e 4 o 42
T IRST ARART5 2 A7 A5 480 B ) R L 42, 10 B AR SC
ST Hh 04 5 A DR IR A e S G 23R A ] B e s 38
R E AR MR K MERR 2 (ACC) J7 T, 4t v 4
BT IRSLARMRAN NASA BT ) Telemanom J5 14 & /D
BT 8.1%,

Lif L3R 3 AN EARAR A AT, AT LU Y A S 4
HH G Y SRR A 3R A R T R R AR, IR A T4
) S R A 76 BB A AT A5 0kE B Pl S R AOR T R
) i 28 [v] A

4 &

PERE—FPTZ N T AR A B R
] 5 U A, oh TR BT AR TR BAEE 52 2% | 7 i 1 ity
) P 2 A0 £ SO0 RS A M B e B S
AT AT A DG A P8 B - 0 A e BEAY | (ELEH X 31
AR AEXT E AT 7 W AE AR AN FE0 | St R A
TR 3 e R AL, AR SCHRE T 5 T L R A7) EA 114 T
Fe TE N B FOA AL T KDE 8 53 6 H40 132 B A2 T %
SR X a7 > BRI 3 7 3 QS B 1 s o A a0 k1)
P8 IE R DX TRIA S X 1] 1Y) 2 S AL T A, 56 T 0k S A i
TIET KDE #4957 5 A R A 5 75 58 S 1 F 32, 48
i S TR R R B S IE 27 1 A RAIE— E S R A
UK BE BRUER T, A7 LRI T AR A0 8 R AT R ARG
SEBR I HIA 5

S 3k

(1]

(2]

(3]

[4]

(5]

(6]

(7]

[8]

(9]

[10]

[11]

BARBA N, AUSTIN A, BANFIELD D, et al. High
science value return of small spacecraft at mars [ J].
Planetary Science and Astrobiology Decadal Survey
(PSADS), 2020. 2023-2032.

GE H, LI B, JIA S, et al. LEO enhanced global
navigation satellite ( LeGNSS ) .

system Progress,

opportunities, and challenges [ J ]. Geo-spatial Infor-
mation Science, 2022, 25(1) . 1-13.

ZHANG L. Development and prospect of Chinese lunar
relay communication satellite [ J ]. Space: Science &
Technology, 2021, 1. 241-254.

NATIONAL RESEARCH COUNCIL. Limiting future
collision risk to spacecraft; An assessment of NASA’s
meteoroid and orbital debris programs [ M ]. National
Academies Press, 2011.

JIX Y, LI'Y Z, LIU G Q, et al. A brief review of
ground and flight failures of Chinese spacecraft [ J].
Progress in Aerospace Sciences, 2019, 107 19-29.
PES A . BTSS0I A 00 K 2 DK S A D
JPERTFE[ D], MR MR EE Tl R, 2019.
PANG J Y. Probabilistic prediction based anomaly
detection method for spacecraft telemetry data [ D ].
Harbin: Harbin Institute of Technology, 2019.
DECOSTE D. Automated learning and monitoring of limit
functions [ C ]. International Symposium on Artificial
Intelligence, Robotics, and Automation in Space, 1997.
HOWLIN K, WEISSERT J, KRANTZ K. MOORE:. A
diagnosing  spacecraft

prototype system  for

problems[ C].

expert
NASA, the 1988 Goddard Conference on
Space Applications of Artificial Intelligence, 1988.
HAMILTON M. SCARES: a spacecraft control anomaly
resolution expert system [ C]. NASA, Marshall Space
Flight Center, Second Conference on Artificial Intelli-
gence for Space Applications, 1988.

HEHER D, POWNALL P. StarPlan: A model-based
diagnostic system for spacecraft[ C]. NASA, Lyndon B.
Johnson Space Center, Third Annual Workshop on Space
Operations Automation and Robotics ( SOAR 1989 ),
1990.

HAZIZA M. Towards an operational fault isolation expert



541

ZEBURE A8 L T LY 81 A 1 T O i S RGN T v 25

[12]

(13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

system for French telecommunication satellite Telecom
2[J].
1990 385-392.

TAKAKI R, HASHIMOTO M, HONDA H,

Ground Data Systems for Spacecraft Control,

et al.
ISACS-DOC: Automatic monitoring and diagnostic system
for spacecraft [ C]. Proceeding of the 6th International
Symposium on Reducing the Cost of Spacecraft Ground
Systems and Operations, 2005.

SHANGGUAN D, CHEN L, DING J. A digital twin-
based approach for the fault diagnosis and health
monitoring of a complex satellite system[ J]. Symmetry,
2020, 12(8): 1307.

IVERSON, DAVID L. Inductive system health monitor-
ing[ C]. International Conference on Artificial Intelli-
gence, 2004.

YAIRI T, ODA T, NAKAJIMA Y, et al. Evaluation
testing of learning-based telemetry monitoring and
anomaly detection system in SDS-4 operation [ C ].
Proceedings of the International Symposium on Artificial
Intelligence, Robotics and Automation in Space ( i-
SAIRAS) , 2014.

YAIRI T, TAKEISHI N, ODA T, et al. A data-driven
health monitoring method for satellite housekeeping data
based on probabilistic clustering and dimensionality
reduction [ J ].

Electronic Systems, 2017, 53(3) . 1384-1401.

IEEE Transactions on Aerospace and
MARTINEZ-HERAS J A, DONATI A. Enhanced
telemetry monitoring with novelty detection [ J]. Al
Magazine, 2014, 35(4) . 37-46.

LI'Y, LEl M, LIU P, et al. A novel framework for
anomaly detection for satellite momentum wheel based on
optimized SVM and Huffman-multi-scale entropy [ J ].
Entropy, 2021, 23(8): 1062.

LESOUPLE J, BAUDOIN C, SPIGAI M, et al
Generalized isolation forest for anomaly detection [ J].
Pattern Recognition Letters, 2021, 149. 109-119.

GE S, JUN L, LIU D, et al. Anomaly detection of
condition monitoring with predicted uncertainty for
aerospace applications [ C]. Proceedings of 12th IEEE

International Conference on Electronic Measurement &

Instruments (ICEMI) , 2015, 1. 248-253.

[21]

[22]

(23]

(24]

[25]

[26]

(27]

(28]

[29]

YU W, TAO Z, JIANJIANG H U I, et al. An anomaly
detection method for spacecraft solar arrays based on the
ILS-SVM model[ J]. Journal of Systems Engineering and
Electronics, 2023, 34(2) . 515-529.

PANG J, LIU D, PENG Y, et al. Collective anomalies
detection for sensing series of spacecraft telemetry with
the fusion of probability prediction and Markov chain
model[ J]. Sensors, 2019, 19(3). 722.
WANG Z, GAO Y, PANG J, et al

Satellite power

system anomaly detection based on spatio-temporal
uncertainty fusion[ C]. 2023 CAA Symposium on Fault
Detection, Supervision and Safety for Technical Processes
(SAFEPROCESS) , 2023 1-5.

SRR, DESA, KB, . T AR T HLEY
TRREAE )], AR, 2018, 39(12) .
81-91.

SHI X T, PANG J Y, ZHANG X, et al. Satellite big
based on bagging extreme learning

data analysis

machine[ J]. Chinese Journal of Scientific Instrument,
2018, 39(12) . 81-91.

BAIREDDY S, CHAN M W, DESAI S R, et al
Spacecraft time-series online anomaly detection using
extreme learning machines [ C]. 2022 IEEE Aerospace
Conference (AERO), 2022; 1-9.

HUNDMAN K, CONSTANTINOU V, LAPORTE C,
et al. Detecting spacecraft anomalies using lstms and
nonparametric dynamic thresholding[ C]. Proceedings of
the 24th ACM SIGKDD International Conference on
Knowledge Discovery & Data Mining, 2018 387-395.
ZENG Z, JIN G, XU C, et al. Satellite telemetry data
anomaly detection using causal network and feature-
attention-based Istm [ J |. IEEE Transactions on Instru-
mentation and Measurement, 2022, 71, 1-21.

YANG L, MA Y, ZENG F, et al. Improved deep
learning based telemetry data anomaly detection to
enhance spacecraft operation reliability [ J ]. Microelec-
tronics Reliability, 2021, 126. 114311.

KANG S, YANG L, SONG Y, et al. Satellite power
system state prediction based on online learning with

parameter association rules [ J]. IEEE Transactions on

Instrumentation and Measurement, 2023(72) . 2521613.



26

O % 2 i

a5k

[30]

[31]

[32]

[33]

[34]

[35]

[36]

XIE L, PI D, ZHANG X, et al. Graph neural network
approach for anomaly detection [ J .
2021, 180: 109546.

YU J, SONG Y, TANG D, et al. Telemetry data-based

Measurement ,

spacecraft anomaly detection with spatial-temporal gener-
ative adversarial networks [ J ]. IEEE Transactions on
Instrumentation and Measurement, 2021, 70. 1-9.

DE RYCK T, DE VOS M, BERTRAND A. Change point
detection in time series data using autoencoders with a
time-invariant representation[ J ]. IEEE Transactions on
Signal Processing, 2021, 69 3513-3524.

BEIT, R, BF, F. R ENEE R R
MLk [1]. (B AR EMR, 2016, 37(9): 1929-
1945.

PENG X Y, PANG J Y, PENG Y, et al. Review on
anomaly detection of spacecraft telemetry data [ J].
Chinese Journal of Scientific Instrument, 2016, 37(9) .
1929-1945.

KINGMA D P, WELLING M. An introduction to
variational autoencoders[ J]. Foundations and Trends ®
in Machine Learning, 2019, 12(4): 307-392.
HADSELL R, CHOPRA S, LECUN Y. Dimensionality
reduction by learning an invariant mapping [ C]. 2006
IEEE Computer Society Conference on Computer Vision
and Pattern Recognition ( CVPR'06), 2006, 2. 1735-
1742.

CHICCO D. Siamese neural networks: An overview[ J].

Artificial Neural Networks, 2021 73-94.

fEE =N
RV, 2022 FF IR K FRAG 412
A7, BRI IRV Tl K2 H sk 5 45

:_" BRFE RIS | T B RRSE 07 1 R 5 4y
SN BRI AL %

E-mail ; hit_lizhenyu@ 163. com
Li Zhenyu received her B. Sc. degree in 2022 from Shandong
University, now she is a master in Automatic Test and Control
Institute, Harbin Institute of Technology. Her main research
interests include data analysis, anomaly detection and machine
learning, etc.

RFER GEFEH), 2015 4T 77
HI A ARAG = A=A, 2022 4TI JREE Tl
REFARAFIE A7, R e R Tl R B
AR, T BT 0] 0 B2 2% R ST BB
EIEAL B RE I MR S B TR R AR

B/
Y

W 5 is 44

E-mail : songyuchen@ hit. edu. cn

Song Yuchen ( Corresponding author) received his B. Sc.
degree in 2015 from University of Electronic Science and
Technology of China, received his Ph. D. degree in 2022 from
Harbin Institute of Technology, now he is an assistant professor in
Harbin Institute of Technology. His main research interests
include complex system intelligent sensing and evaluation,
intelligent testing information processing, satellite constellation

state monitoring and operating.



