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Integrated failure analysis for intelligent instruments with
dynamic causal diagrams

Liu Lu,Du Xin,Zhou Chunjie
(School of Artificial Intelligence and Automation, Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract : While promoting the upgrading of traditional manufacturing, the industrial internet has introduced cyber security issues which
makes industrial devices such as intelligent instruments face more severe cyber security risks. To effectively clarify and analyze the
failure causes and hazards of intelligent instruments under functional safety and cyber security threats, this article proposes a method
framework that enables reasoning and evaluation of integrated casual failure paths. Based on the framework, this article realizes the
integrated failure analysis of functional safety and cyber security, and realizes the integrated causal failure path reasoning. Meanwhile,
the importance of the failure path which represents the possibility of the path is quantitatively evaluated by attributes such as structure,
probability and essence. Therefore, it realizes accurate analysis of instruments failure scenarios. Finally, the effectiveness and feasibility
of the proposed method are evaluated by the intelligent transmitter. Through the failure path reasoning method based on dynamic causal
diagram, it is the first time to reveal the influence principle of cyber security failure penetration between the internal functional modules
of intelligent instruments, and realize the integrated failure analysis process of functional safety and cyber security.
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Fig. 1 Typical architecture and application scenarios of

intelligent instruments
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Fig.2  Architecture of the integrated failure analysis method

R AR THT Ik 19 2% 8019 0 2 220 AR P2
1) HBE PR  PRIEHIE 8l LA B N R DR AR 45 D) i 22 4[]
AR R L ARG 2) (R B EGh S DRGSR W AT,
M P B R LR, AGINRER 2RI T
IR A AR 22 A XA 3R 22 4 5 W LB 5T 1%
AT BL, K 3 RS TR B XTE REIGR B B
Map ik e EAOR L, 175 8 22 4 B i SR HOAS ] B 2 o
I BB R RE GRS IR B, e X SO fiE
IR, IR, 5 B % A B R 51 AR A A
LA BRI R A, ANGRAS B ANRE RS S X B %
R HEA T, R I 5 BUCRAE A A Tl B 08 % 7

HR, LRG LRI, AR SO0 ) RE 2 A2 51 Y R 2K
Fr oA AR B 2 a5 R A 5 3 47 o HEAT Rl 20 A, 4
B RESGRINR K BUARIE X HATPAl IR A S B I RE 4 4
S{F R g R, 5 22 A B i I e 44t
e S,

I * I
I - N/ L . .
| Ijjjgl—t B UG HRWGaE | | EERS S | i
| - J A ) \

| mmmems |

| |
| |
| |
! |
| i !
b+ [ ﬁ%m&?&ﬁﬁm ] |
| \ !
' FERER o R |
| ik j T (e :
e e e e e e e e e J
ooy oo oo

K3 FEXEBE LR

Fig.3 Cyber attack penetration process
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Fig.4 Dynamic causal diagram failure model
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