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Double iris identity template protection method combining
partial scrambling and double random phase coding

Liu Xiaonan,Zhang Wenyun,Gao Yanna

(School of Information Science and Engineering, Shenyang University of Technology, Shenyang 110870, China)

Abstract ; Aiming at the problem that iris template protection based on irreversible transformation is faced with feature template leakage in
iris recognition, this thesis proposes a method of double iris identity template protection method combining partial scrambling and double
random phase encoding. Firstly, the iris feature of the user is extracted with log-Gabor transform, and then the scrambling times and
transformation matrix parameters are set. The non-overlapping block scrambling of iris feature matrix is carried out using Arnold
transformation, and the first encryption protection of the original features is carried out. Then, double random phase coding method is used
to construct the encryption feature vector in fractional Fourier transform domain. The user set mask M| and the same user’s other iris image
mask M, are adopted to perform the second encryption protection of the scrambling matrix. Finally, the Hamming distance is used to match
and identify the encryption template. In order to verify the performance of the algorithm, the iris images in the CASIA-IrisV3-Interval,
MMU-V1 and CASIA-IrisV4-Lamp iris libraries were used for testing. The results show that with the proposed method the recognition
accuracy can reach 98. 73% , the total number of the generated templates is 52°, and the recovery of the original data needs 314°®*x42
attempts, which can meet the criteria of irreversibility, revocability and unlinkability of biometric template protection.
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Fig. 1 Recognition rate corresponding to different

scrambling times
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Fig.2 Iris image and its pre-processing results
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Table 2 Comparison of the recognition performance

for different algorithms
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EER/% 0. 83 2.001 1.07 1.03
GAR/% 99.25 98. 02 98.59 98.73
AUC/% 99. 84 98.57 99. 03 99.29

d' 4.31 2.708 5.18 5. 64
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Fig. 3 The intraclass and interclass distance distribution
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