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Abstract ;

To tackle low accuracy caused by limited generalization in few-shot Android mal

ware family classification,

this paper proposes SupProto, a dynamic prototype network driven by supervised contrastive learning. SupProto uses

SupCon to refine the embedding space, improving inter-class separation and intra-class compactness, and adopts a

dynamic prototype mechanism based on hierarchical clustering and silhouette coefficients to handle multimodal family

structures.

provide unified and discriminative representations, while

strengthens feature extraction.
90.59% and 85. 64 % accuracy in 5-way 5-
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In terms of input and encoding design, RGB images are constructed from multi-source static features to

DenseNetl21 combined with a CBAM attention module

Experiments on Drebin and CIC-InvesAndMal2019 show that SupProto achieves
shot settings, and 75.56% and 67.96% in 5-way 1-shot settings.

malware family classification; static feature RGB images; dynamic prototypes; contrastive learning; few-
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Table 2 Accuracy comparison of different models %
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AndMal2019
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Table 1 Experimental setup 5shot 1shot 5shot 1shot
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BIERS Windows 11 Relation Network'™  74.86  69.08  74.13 61.34
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M FF 16 GB MAML? 71.90 63.62 65.72 57.82
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MAEES Python 3. 8 Anil™” 84.30  69.95 78.96 66.49
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ML 2% S HES PyTorch 2. 4.1 SKDM 84.53  71.54  81.57 65.42
FSMC 71.27  62.54 61.28 56.79
3) Wi br SupProto 90.59 75.56 85.64 67.96

R A VT A AR SCI 42 1 05 vk 7 /0 A A T R R R
G355 I PR RE AR SCHE SE 8 P R FUERR % (Accuracy)
A5 1 3 (Precision) & [0 % (Recall) il Fl-score %48 Fr BF
kBRI, B TS HZ R ACRBETY
(Macro-Averaging) 71535 2 Wi 48 b . HT B A X BRI .

13 TP, + TN,
Accuracy = 62 TP, T TN, 1 FN, +FP, ¥
! - TP,
Precision = C 21 TP, + FP, (14)
1< TP,
Flscore — 1 2 X Precision (i) X Recall (1) (16

C = Precision(i) + Recall (i)

Hrp, TP, FRRBERITNE T 5 i KM H LR EE
T FIGEWREA, TN, RRBERTINA R TH 0 DRE
HEPRAE T4 i DRBEREA, FP, RRBAITI &
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RIS T4 i DNFIEELPRE TR E R,
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Fig. 9 Accuracy comparison of different visualization methods
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Table 3 Performance comparison of different encoders

under the 5-way 1-shot setting %
TR HERRR R AR FLE
Resenet18 73.06 75. 04 73.06 71.02
MobileNetV3 72.78 73.97 72.78 70.27
EfficiententB0 72.97 74.48 72.97 71.11
Densenet121 73.15 75.51 73.15 T71.13

Densenetl121 +CAM  72.12 73.81 72.12  69.80
Densenetl21+SAM  71.57 73.18 71.57  69.36
SupProto 75.56 77.35 75.56 73.41
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Table 4 Performance comparison of different encoders

under the 5-way 5-shot setting %
LR AR R AR FlIE
Resenet18 87.83 89. 64 87.83 87.20
MobileNetV3 88. 10 89.78 88.10 87.56
EfficientnetBO 88. 06 89.76 88.06 87.53
Densenet121 88. 17 90. 02 88.17 87.71
Densenet121+CAM  88.53 90. 27 88.53 88.04
Densenet121+SAM  87.78 89. 45 87.78 87.24
SupProto 90. 59 92.02 90.59 90.22
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Fig. 10 Comparison of dynamic clustering and

fixed-k hierarchical clustering
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B 11

strategies in 1-shot and 5-shot scenarios
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