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Improved image steganography method based on selective state space model

Du Youwei' Cao Yi’
(1. School of Computer Science, School of Cyber Science and Engineering, Nanjing University of Information Science and Technology »

Nanjing 210044, China;2. School of Internet of Things Engineering, Wuxi University, Wuxi 214105, China)

Abstract: To address the limitations of existing CNN-based generative steganography in poor image quality and weak
resistance to steganalysis, this paper proposes SSEU-Net, an improved U-Net-based steganographic architecture
incorporating selective state space model, aiming to achieve high-quality image generation and secure steganography.
The core contributions include: first,designing Res-SS2D module that performs quad-directional global spatial modeling
on input images while maintaining linear computational complexity, thereby enhancing the visual quality of stego
images; next, proposing a high-frequency feature enhancement strategy based on the observation that subtle
perturbations in high-frequency regions minimally affect statistical characteristics. This strategy extracts and integrates
edge features of carrier images into the encoder to guide secret information embedding into high-frequency regions,
thereby reducing detectability by steganalysis; finally developing a multi-objective loss function combining PSNR and
MS-SSIM for generation quality optimization, alongside introducing an 1.1 norm loss on low-frequency components to
enforce consistency between cover and stego images in low-frequency regions, ensuring secret information is
predominantly embedded in high-frequency components. Experiments demonstrate that SSEU-Net outperforms
existing methods on COCO and ImageNet datasets. On ImageNet, the generated stego images achieve an average
PSNR of 40.588 dB, with extracted secret images attain an average PSNR of 41.863 dB, while exhibiting strong
resistance to common steganalysis.

Keywords: generative steganography; U-Net;state space model; high-frequency feature embedding
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Fig. 7 Demonstration of the effect of the proposed model on ImageNet dataset
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Fig. 8 Demonstration of the effect of the proposed model on COCO dataset
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Comparison of residual images generated by different steganographic methods
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Fig. 10 Comparison of histograms generated by different steganographic methods
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Table 1 Comparison of generated image quality on the ImageNet dataset among different methods

o AN Ve A b2 RS/ 52 A&
PSNR # SSIM 4 MAE vy LPIPS vy PSNR #4 SSIM 4 MAE v  LPIPS ¥
HiDDeN™ 35. 357 0.942 0.016 2 0.122 1 34. 960 0. 955 0.011 2 0.136 8
SCHRC10007 8 34.559 0.938 0.014 0 0.022 4 35.182 0. 952 0.0105 0.018 1
DAH-Net™"" 38. 286 0. 969 0.013 3 0.0201 37.023 0.975 0.005 6 0.017 3
CAISFormer""”’ 40. 143 0.971 0.007 5 0.044 9 41. 285 0.983 0.0051 0.0281
ARSI 40. 588 0. 970 0.006 1 0.010 3 41. 863 0. 986 0.0047 0.010 8

®2 AEFEECOCOHEE LHEMEBRREN L

Table 2 Comparison of generated image quality on the COCO dataset among different methods

ok PAREGR SERE B PR W 2 PR B
PSNR # SSIM A MAE ¥ LPIPS v PSNR #4 SSIM 4 MAE ¥  LPIPS v
HiDDeN"™ 33. 045 0. 943 0.016 3 0.137 7 35. 383 0.973 0.0110  0.1052
SCHRC100 5 %k 38.588 0. 964 0.008 2 0.039 1 35.058 0. 954 0.0142  0.0209
DAH-Net"'" 39. 481 0.977 0.009 0 0.015 9 35.610 0.982 0.013 3 0.016 5
CAISFormer™" 40. 068 0.976 0.006 8 0.0335 40. 653 0. 989 0.0047 0.0216
ARSCT7 41.319 0. 994 0. 005 7 0.011 0 40.728 0.989 0.0057 0.013 1

K3 ARAENRES IR
Table 3 Comparison of anti-steganalysis performance
of different methods

ik XuNet YeNet SRNet
HiDDeN" 81.91 85. 06 88.09
SCHk[ 1074 B 62. 88 75. 30 76.01
DAH-Net™" 63. 85 70. 17 72. 36
CAISFormer™”’ 55.94 58.75 61.06
AT 56. 21 56. 08 60.37
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SIHTEERE R OE T Al 5, KA AE XuNet I A9 00 % Lk
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BRSOl B LA R PR S At g .
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(2 2% B b HEFRES ] 52 2% B R 48 10 U R 4T — JRCHIT ] )2
otk i O T RE 4 B U, SRy T L UA b R B X — R A, AR S
B B EIEAT TR LS, SR A R 4 R,
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HiDDeN #5500 , {H 2 5 4 B A (0] 1 5 48 — 26, fE M2+
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ARSI R B AR 1 R AR A B AN R S 4
BT RE 175 T 5 AR 3L IEAUBE AL T CAISFormer, 3y 5 %
B2, RSO R fEHE B S E | L CAISFormer #8717 4
100 ms, X — i W T 50 40 e 9 1 18 5 IR A5 2 ) A Y
TE S B R TR B R

R4 ANEFE N HEEEE X

Table 4 Comparison of inference time of different methods

Ik e R H] / ms
HiDDeN'™ 172
CAISFormer™™ 290
AR T5 ¥ 189
3.5 HEEI
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Table 5 Ablation study on the impact of core components

on image generation quality

. BIREGR/ 5w ER L R/ IR R

PSNR SSIM PSNR SSIM
1 40.588 0.970 41.863 0. 986
2 39.128 0. 960 39. 805 0.971
3 37.124 0. 955 36. 890 0. 954
4 36.544 0.937 36.172 0. 949

M 5 AT AR H L 2239041 3 — A% 00 41 1 80 2 %o 2B
PG S B 1 S5 i) (H 5% i AR B T AN TR) . S ER B AL 1 A
2, BTG EMANBN T, & EEGR SE RGN
PSNR 433 FRET 1. 46 1 2. 058 dB, T HLALED 1 F1 3,
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2358 7 Res-SS2D BB F ,PSNR M35 FFE T 3. 464
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R RE 3 X A= A G I o 1) FE B

R6 BZOEGIGIRS 2T IERER WA H S
Table 6 Ablation study on the impact of various core

components on anti-steganalysis performance

(e XuNet YeNet SR-Net
1 56.21 56. 08 60. 37
2 67.23 70. 06 76. 38
3 66. 40 67.32 71.15
4 75.35 74.11 80. 27
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Table 7 The impact of loss functions constraining different embedded regions on image generation quality

and anti-steganalysis performance

% 56 B BIREGR/ & EEIR @%l’é‘l@/%ﬁl’ﬂ@? SR-Net Kl %
PSNR SSIM PSNR SSIM
1 39.128 0. 960 39. 805 0.971 76. 38
2 38.223 0. 944 40. 196 0.972 86. 07
3 36. 774 0. 898 38.525 0. 969 92.13
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