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Zhang Ao Liu Wei Li Bo
(College of Information Science and Engineering, Shenyang Ligong University, Shenyang 110159, China)

Liu Yang Liu Fangfei

Abstract: With the increasing diversity and concealment of malicious code, traditional detection methods often face high

costs and instability when dealing with unknown malware. This study aims to propose a lightweight and efficient
malware detection model to meet the application requirements in resource-constrained environments. This paper
proposes a lightweight malware detection model based on SecureViT. The model achieves efficient feature extraction
and accurate classification by introducing the ACF module and MSDC module. The ACF module enhances the model's
ability to model global context information, while the MSDC module further improves the richness of feature
representation through multi-scale feature extraction and dynamic significance adjustment. Experimental results show
that the SecureViT model achieves classification accuracies of 97.46%, 91.17%, and 95.49% on the Malimg, Virus-

MNIST, and BIG2015 datasets, respectively, with a computational cost of only 1. 71 GMAC, significantly improving
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detection performance and effectively reducing computational costs.

This model demonstrates excellent detection

accuracy and low computational complexity, making it highly applicable in resource-constrained environments.
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Fig. 1 SecureViT module architecture
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Table 1 Compares the experimental results
HE Y Precison Recall F1 iRl S w /M GMAC
EfficientNet-B0 94. 70 94. 90 94. 80 4. 04 0. 406
EfficientNet-B1 93.51 93.62 93. 56 6. 55 0.599
EfficientNet-B2 94. 55 95.15 94. 85 7.74 0. 689
EfficientNet-B3 96. 00 96. 40 96. 20 10.73 1.0
MobileNetV2 89.94 91.98 90. 95 2.26 319.11
MobileNetV3-Large 91. 20 89. 27 90. 22 4.23 229.47
MobileNetV3-Small 86.51 85. 80 86. 15 1.54 59.62
Shufflenet V2 X0.5 91. 50 93.71 92.59 0. 369 0.043
Shufflenet V2 X1.0 96. 15 96.92 96. 53 1. 28 0.151
GoogleNet 80. 87 79. 30 80. 08 10. 01 1.51
ResNet-34 96.19 97.08 96. 63 21.29 3.68
ResNet-50 96. 33 97.18 96. 75 23.56 4.13
ResNet-101 97.18 96. 30 76. 74 42.55 7. 86
ConvNeXt-Small 96. 25 97.15 96. 70 49. 47 8.73
ConvNeXt-Base 96. 81 97.82 97.31 87.59 15.42
DenseNet-161 97.02 97.94 94. 48 26.53 7.85
VGG-11 85.09 79.63 82.27 128. 87 7.64
VGG-16 79. 40 74.65 96. 95 134. 36 15.52
VGG-19 77.75 72.91 75.25 139.67 19. 68
Swin Transformer-Tiny 69. 97 78. 38 73.94 27.54 4. 38
Transformer-Base 65. 34 63.38 64. 35 85. 82 16. 88
Mobile ViT 95. 58 96.42 96. 00 4. 96 1. 56
3D-VGG-16 97. 00 96. 00 96. 50 — -
SPP CNN 96. 80 97.10 96. 95 — —
Xception-SE 92. 20 91. 83 92.02 — -
GLCM+SVM 93. 40 93. 00 93. 20 — -
A SR 97. 46 98. 37 97.91 6. 26 1.71

22 ML) TR T 25 B 25 W 2% (4 ResNet il DenseNet) i
T30 0 £ R B DA B 51 A 22 RUBE R AT 2 BOPL R, Wb 35 4
o TOBE AR AE B RE 7. AE A S E H, ResNet-50
ARG BEIRE T 96. 3300, A Il &y 97. 1800, AL T2 f fb
R HAPERR L A A A B, AR, X B M4 i T 2 8
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R R AE . E A AL S R T E R
J1. B0, Mobile ViT 1E b —Fhr 2 &4k 19 Transformer #
AR K2R B SCEERERE 7 L A R AT A
AR 55 AT T 95. 5800 IRE BE AN 96. 4200 19 A ol &, A
B A B A R R AE U7 AR LG AR G B & W 25 B
— BB AH A B R T =5 ],

W&, A SCHR ) SecureVIT I 78 4 2K K &
(97. 46 %6) A4 [ (98. 3726) b & 35 b T K £ Hxt o
B TR I 7E T 5 52 2% Oy TR BB TS IT AL 1. 71
GMAC, X—VMEREFE B, SecureViT 51 B 75 {4 I =5 A% U AE
JIE (19 ) I, B A% K R B3R AR 1 B3 5 S, DA T A 1 2880 R A
PEZIRIE R 700 By P . 2R B TE B IR 52 IR 0y g T 3
SEF L U H T S AR A I, R B T AR K )
JHVE 1 A S RN
2.5 HMXE

T VAL Secure VIT A5 B v A [] 452 B Xof 48 ik 43 2 Pk
RESZ M, AR WFIE R T T 7 XS e SE g, A 3 A S B
B AT [ O B AT B, S 36 HIE 45 AN B B 5 TR 3% B Y BT
Bk STEHSERRIR T A [R) A e 1) 25 B iR do xof 45 0 S

PR A B DL FL A B R i

W 2 Jis  TH Al 5 45 5 R, FR A A Mobile VIT
W) F1 43808 96.00% . i1 5 2 2% B8 1. 56 GMAC, JB/R T
AR St AR ASE R (1 T R P A L F A il R B A AR
FRAE DT 1 A7 e R IR Y. Jim A MSDC J&, F1 2 848 7+ &
96. 75 %% » E A 7 22 ]ROBE R A 32 BRI L 304 8 A% O 1
S VR, HLR B 3 30 A A S B M R AR A L T
A ACF J5, R & F1 433038 5 96.64%, R A M X T
MSDC.HH B 22BN E 1. 71 GMAC, & W iz # B Xt
WIR AT AR . U — 2 A EMA Attention 1 CoT
Attention Ji7 , 73 B F1 434052 TH % 96. 806 H1 97. 386, Ml
A Additive Attention 8 ¥ F1 43§ 7+ & 96.60% , BT
ACF BRI BRI E 1. 45 GMAC, BRI T 1E
HREET R, RA AR RLE 4 ACF f
MSDC (#3528 T 97. 91% 19 F1 4380, W3 0 F =t
PSR R S B0 R R AT 2 W v TR R AR E O
B A PERE L T UE B T AR SCHR R AR R T A A R IR AR
TP S R FRAE 1 [R) e 52 B0 T 1k R 5 1T 5 AR Y R
oy AR DA 55 B it T R s R &

R2 HEXEER

Table 2 Results of the ablation experiments

AL Precison Recall F1 RS /M GMAC
Mobile ViT 95.58 96. 42 96. 00 4.96 1. 56
Mobile ViT+MSDC 96. 34 97.18 96. 75 4. 96 1. 56
Mobile ViT+ ACF 96. 24 97.05 96. 64 6. 25 1.71
Mobile ViT+EMA Attention 96. 42 97.18 96. 80 6. 25 1.71
Mobile ViT+ CoT Attention 96. 94 97. 83 97. 38 6. 26 1.71
Mobile ViT+ Additive Attention 96. 24 96. 97 96. 60 4. 96 1. 45
A SCA Y 97. 46 98. 37 97.91 6. 26 1.71

2.6 IEMMLAEIEEE SRR M

FE R BE 2% 2R rp OE U Ak Dy 3k 3 ok 4 o L 4R
ARz AR J1. R T SR E ML X SecureViT # Al
AT AU R AT 55 T R PERERE R, 3R 3 SR AR,
ENAE T 3% Secure VIT AL AL PERE B A W& 52, H
o, L1 TE DU Ak 58 i X 2 B0 B AL i 2 3, 1 S B T
G WA T B AR Ay 2 M AR, FL 4y Bak B 97.91%,
Precision Fl Recall 435}y 97. 46 % Fil 98. 37 % s #HIL Z T,
L2 IEMAER F1 4300 96. 84 %, 78 3 il o #8140 2 572
fLBE 77 77 TG AL R W 2 T L1 QE WAk, T 2E R 4 OE 4k
B BT SR R TR i B RE L FL 40 B0k 97, 39 %0 . HL A
BRIz AR ) AR AEAE T A KU . 45 L R AR Y
IEAL 7 ¥ R 2 L1 IE WAL, J2 42 TH AR B A T 2 AU A
W AT 55 v 65 1 M Rz Ak BE T 09 G
2.7 ZHERE

S PEAL TR Y Secure VIT AR Y 432 1L E 1 AR 2

x3 EMEFHENERERNF M
Table 3 Effect of the regularization method on the

model performance

Regularization Methods Precision Recall F1
L1 97. 46 98. 37 97.91
L2 96. 14 97. 56 96. 84
JCIEWf 97.04 97.75 97.39

PR AR SCHEAT T 5 WM AL S8y, 3K B Virus-MNIST Al
BIG2015 ¥R A A D MAER 4 . S gs R dnk 4 i)
7R, SecureViT 7EX W~ 809t 48 IR 80 &g a7z 1k
RE 77 JF 45 HAl B AR AT T X

TE Virus-MNIST #( #li % F, SecureViT # & fy
Precision E¥ME M 91. 17% . 5 285 0. 39,4 T ResNet-50
(Precision Xl 89. 49% , J5 224 0. 51) #1 Mobile ViT
(Precision “FH#IMH N 89.34%, 2R 0. 45), X —45 R %K
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