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DenseNet feature grouping deep isolated forest for image anomaly detection

Zhou Xunhui'® Huang Chengquan'?® Xiao Honghu'® Dong Honglai'*
(1. School of Data Science and Information Engineering, Guizhou Minzu University,Guiyang 550025, China;

2. Engineering Training Center, Guizhou Minzu University,Guiyang 550025, China)

Abstract: In order to broaden the application field of Deep Isolation Forest (DIF) algorithm. we combine the deep learning
pre-training DenseNet-121 model and DIF algorithm, and proposes a DenseNet Deep Isolation Forest (DDIF) algorithm for
exploring the effectiveness of the method on the industrial image anomaly detection dataset MVTec AD. However, the
dimension of feature vector after feature extraction by DenseNet-121 model is quite high, and there may be the problem that
some important feature attributes in the dataset cannot be selected when randomly selecting data attributes to construct the
tree, so we also propose a Group Deep Isolation Forest (GDIF) algorithm and applies it to tabular datasets. Finally. based on
the DDIF algorithm and combined with the GDIF algorithm, the DenseNet Group Deep Isolation Forest (DGDIF) algorithm is
obtained, which solves the problem of missing important features in high-dimensional data. Different datasets were selected for
anomaly detection, and it was found that the DDIF method outperforms other deep learning-based methods in 9 out of 15
image datasets; the GDIF method showed better AUROC values than other traditional classical anomaly detection algorithms
in the 9 tabular datasets; and the DGDIF method outperforms the DGDIF method in 15 image datasets by 9 outperforms the
DDIF method without referencing feature grouping. The experimental results validate the effectiveness of the proposed GDIF
algorithm, DDIF algorithm and DGDIF algorithm.

Keywords: anomaly detection;feature grouping; DenseNet-121;deep isolation Forest
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Fig. 1 Anomaly detection framework and modules

1.1 DenseNet [F 2
DenseNet & —FliiR B 2% 2 B AD , J2 bk 1 4 TR 25 ) 2%

o« 64 o

LK —Fh, B Huang ™78 2017 4E 380, Hok i B 4w
TETHSR{E B o 5S4 F 2 . DenseNet 4.0 B4 2



B4 % .DenseNet 43 4 4 21 IE B IN 3 5 Ak B AR 5% 4

15 1

i AR R R — R S A Y E A E R R — A B
YLK 458 . DenseNet 51 A 4 BURI AL #5245 4 Y
REER T AE AN [R] Y 3 4R B 22 8] I B R E PR/ R
. TERE DR 2 RN A ET T 0 AR
A 3B e O O A8 B )2 8 B8R 2 5 9 R AR 1R
BB R E R T AL R R X — B AT B
PR [ BF 3 R W 4 T TSR A R K g

VE 9 e AE 52 B A 3% 2 07 AN 181 2 o s A HE HC At it
A (U1 DenseNet169 mF DenseNet201), DenseNet121 ) 2
B b R T T B R N A T AR TEAR L S S E BRI 2 IR
912 A R 3 SR 2 O v = s RO 1 1 R 2 R ]
DenseNet121 #5738 i # B 1 7 — )& 40 28 8%, AU AR B RR AT
SRRy, % T T BRI = PURRAE SR B, U i1 oA v 4 4y
k1) 4, BB A8 A R HE 52 2% KT 10 8 SRR AIE DTG 42 75 S

X L LA 0 G R AE 2% ) i 11 89 DenseNet121 RS A R
N\ PN N
- % | vl BE # %| | #
Sl SR S S @
B | 1 R ®
HEE1 HEE2 HERE3 HRE

€ 2 DenseNet-121 2244
Fig. 2 DenseNet-121 architecture
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Table 1 Properties of the real-world benchmark dataset

ot e FEA i FPE 5L FHEI/ %
Creditcard 284 807 30 0. 17
Pageblocks 5393 10 9. 46
Shuttle 1013 9 1.28
Pima 768 8 35.00
Breastw 569 30 37.26
Tonosphere 351 33 36. 00
Arrhythmia 452 268 45. 80
Thyroid 3772 6 7.53
Diabetes 768 8 34. 80
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Table 2 Characteristics of MVTec AD dataset

e AR WO | RS MEAR REH
bottle 292 63 zipper 391 119
cable 374 92 tile 347 84

capsule 351 109 grid 342 57

toothbrush 102 30 leather 369 92
transistor 313 40 wood 326 60
hazelnut 501 70 carpet 397 89
metal _nut 335 93 — — —
pill 434 141 — — —
screw 480 119 - — —

. Ixo*
E® FH

Ca) BFIER SO RERG

(a) Normal and partially abnormal samples of hazelnut

E¥ FH A

(b)) KEIER 55 HHRE
(b) Normal and partially abnormal samples of leather

B 3 MVTec AD IFE % 5 5 % ¢4

MV Tec AD normal and abnormal samples

AH
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Table 3 Experimental results of GDIF effectiveness analysis

Bl AUROC \ AUCPR :
LOF IF DIF GDIF LOF IF DIF GDIF
Breastw 0.528 0. 817 0.626 0. 824 0. 406 0. 698 0. 443 0.662
arrhythmia 0. 756 0. 775 0.783 0.784 0.729 0.776 0.779 0. 767
ionosphere 0. 887 0. 865 0. 904 0.907 0. 836 0. 823 0.893 0.882
pageblocks 0. 727 0.911 0.912 0.912 0. 366 0. 507 0.582 0. 595
pima 0. 597 0.683 0.663 0. 687 0.420 0. 480 0.458 0. 492
shuttle 0. 985 0.908 0.964 0.991 0. 311 0.115 0.215 0. 451
Thyroid 0. 677 0. 866 0. 764 0.914 0. 154 0. 383 0. 300 0.576
creditcard 0. 486 0. 950 0.953 0. 955 0.002 0. 155 0. 387 0. 407
Diabetes 0.598 0.692 0. 689 0.708 0.420 0.520 0. 494 0.532
Average 0.693 0. 830 0. 807 0. 854 0. 405 0. 495 0. 506 0. 596
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Table 4 Results of DDIF scalability analysis

et : IFAUROC i :
AE-SSIM  U-Net DAGAN DDIF

carpet 0. 874 0.774 0.903 0.994
grid 0. 942 0. 857 0. 867 0. 664
leather 0.784 0. 870 0. 944 0.998
wood 0.734 0.958 0.979 0.990
tile 0.592 0. 964 0.961 0.973
zipper 0. 881 0. 750 0.781 0.901
cable 0.764 0. 636 0. 665 0.770
toothbrush 0.923 0.811 0. 950 0. 851
transistor 0. 890 0.674 0. 794 0. 898
pill 0.912 0.781 0.768 0. 744
metal_nut 0. 800 0.676 0. 815 0. 801
bottle 0.931 0. 863 0.963 0. 968
hazelnut 0.972 0. 996 1 0. 875
capsule 0.943 0.673 0. 687 0.719
screw 0. 964 1 1 0. 634

x5 DGDIF EHEELSTER
Table 5 Results of DGDIF effectiveness analysis

St : FAUROC _—
DDIF DGDIF
carpet 0.994 0.968
grid 0. 664 0. 600
leather 0.998 0.999
wood 0.99 0.975
tile 0.973 0. 986
zipper 0.901 0.935
cable 0. 770 0.801
toothbrush 0. 851 0. 897
transistor 0. 898 0. 769
pill 0. 744 0.733
Metal nut 0. 801 0. 836
bottle 0.968 0.983
hazelnut 0. 875 0. 860
capsule 0.719 0. 811
SCrew 0. 634 0. 647
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Fig. 4 Effect of feature group size on AUROC

and runtime on Thyroid dataset

AR SCIR R JEE OIS 2R R T 7 RS 3 o A B
ABDEHA K5 R 8 2 o (8 TIN5 AT 41 JB b 1 T M ) T
PRSLARRETTEARGE & AR T — PT84 115 5 o 4G ) 5 72
DDIF, §" 78 1 3 RS2 AR bR 9 17 HH sk, MV Tec AD
Hedln e LRSI UE W 7O iR R S . B4R DDIF 5k
2 MG o RN SR T R A A A T R B R R SR BT
AR AR T R 4 R SRR AR I 2 R) R IR AR T GDIF
SR AR S B R BEAT 3 A R T E — 2R AE
I BEALGE BUAR 2 4 R A — AR 4 & 5 A B0 B AT R bR
R e B ORI 00 I R AE DB T — kS SRR
M AR T R B PERE L 22 9 D RAR R SE Y
SIRIIE ZE R T & M0 T % A LOF 83k 4%
PIRST ARARGE 2 FIR BE OIS, BRAR G056 . IR S5 H DDIF 5732 45
# GDIF 55| th DGDIF 50 T MV Tec AD &4 5+
R AR B L T UK I AR S 2H R AL L R T B AL
T IR AE #4247 B R 1 1] B
S 2% 3k
[1] KANGY, CAIZ, TANCW, et al. Natural language

processing ( NLP )

in management research: A

review [ J ]. Journal of Management
Analytics, 2020, 7(2): 139-172.

(2] B, B2 FEFEEDIE ZERE S oA
AT B A SRR kLT ] W R E R (AR
BHERD , 2024, 61(2) . 76-86.

DONG Y C, ZHAO K. A log anomaly detection

method based on attention mechanism multi-feature

literature

fusion and text sentiment analysis [ J]. Journal of
Sichuan University ( Natural Sciences Edition), 2024,
61(2). 76-86.

(3] MJRJE. IMEE, XIWEBt. 5T GAT-AGRU ¥ £ JLif

FHAES AW, B AR, 2024, 47(17)



B4 % .DenseNet 43 4 4 21 IE B IN 3 5 Ak B AR 5% 4 151

(4]

[5]

[6]

[7]

[8]

[9]

(10]

[11]

(12]

[13]

[14]

[15]

38-46.

YANG CH L, SUN Y, LIU X Y. Multiple timing
data anomaly detection based on GAT-AGRU []].
Electronic Measurement Technology, 2024, 47 (17):
38-46.

W, R, AT, & T 25 i
SERAI kT ARGR AR, 2023, 44(8) :21-29.
CHANG X Y, WU Y H, CHEN D Y, et al. Video
anomaly detection method based on multi-task
learning[J]. Journal of Instrumentation, 2023,
44(8) : 21-29.

CHEN Y. HU X, FAN W, et al. Fast density peak
clustering for large scale data based on kNN []].
Knowledge-Based Systems, 2020, 187: 104824.
AHMED M, SERAJ R, ISLAM S M S. The k-means
algorithm: A comprehensive survey and performance
evaluation[ J ]. Electronics, 2020, 9(8): 1295.

DENG D. DBSCAN clustering algorithm based on
density [ CJ. 2020 7th International Forum on
Electrical Engineering and Automation ( IFEEA ).
IEEE, 2020: 949-953.

BREUNIG M M, KRIEGEL H P, NG R T, et al
LOF: Identifying density-based local outliers [ CJ.
2000 ACM SIGMOD International Conference on
Management of Data, 2000: 93-104.

YANG Y, CHEN L, FAN C ]J. ELOF: Fast and
memory-efficient anomaly detection algorithm in data
streams [ ] ]. Soft Computing, 2021, 25 (6);:
4283-4294.

LIUF T, TING K M, ZHOU Z H. Isolation-based
anomaly detection [ J J. ACM Transactions on
Knowledge Discovery from Data ( TKDD), 2012,
6(1): 1-39.

HARIRI S, KIND M C, BRUNNER R J. Extended
isolation forest[ J|]. IEEE Transactions on Knowledge
and Data Engineering, 2019, 33(4) . 1479-1489.

XU H, PANG G, WANG Y. et al. Deep isolation
forest for anomaly detection[ J]. TEEE Transactions
on Knowledge and Data Engineering, 2023, 35(12):
12591-12604.

LIU T, ZHOU Z, YANG L. Layered isolation forest: A
multi-level subspace algorithm for improving isolation
forest[J]. Neurocomputing, 2024, 581: 127525.
KARCZMAREK P, KIERSZTYN A, PEDRYCZ W,
et al. K-means-based isolation forest[J]. Knowledge-
Based Systems, 2020, 195: 105659.

KARCZMAREK P, KIERSZTYN A, PEDRYCZ W,

et al. Fuzzy c-means-based isolation forest [ J ].

Applied Soft Computing, 2021, 106: 107354,

[16] CHATER M, BORGI A, SLAMA M T, et al. Fuzzy
isolation forest for anomaly detection [ ]J]. Procedia
Computer Science, 2022, 207: 916-925.

(171 PR BRI, & T IR ARARTE 297 % 19 U0 & 57 R
gl B AR, 2024, 47(8) ¢ 157-163.
SHEN P, CHEN J L. A traffic anomaly detection
method based on isolated forest score extension[]].
Electronic Measurement Technology, 2024, 47 (8):
157-163.

[18] AR R IR . RS 3 I RO Y S R R K

RIEJr B FE [T ). 1 I i FE R, 2023, 46 (1)
90-96.
XIA ZH X, LI ZH. XU W. Research on anomaly
detection and correction methods of atmospheric
electric field measurement data [ J ]. Electronic
Measurement Technology, 2023, 46(1): 90-96.

[19] HUANG G, LIU S, VAN DER MAATEN L, et al.
Condensenet: An efficient densenet using learned
group convolutions [ C ]. IEEE Conference on
Computer Vision and Pattern Recognition, 2018:
2752-2761.

[20] BERGMANN P, FAUSER M, SATTLEGGER D,
et al. MVTec AD-A comprehensive real-world dataset
for unsupervised anomaly detection [ C]. IEEE/CVF
Conference on Computer Vision and Pattern
Recognition, 2019: 9592-9600.

[21] RONNEBERGER O, FISCHER P, BROX T. U-Net:
Convolutional  networks for  biomedical image
segmentation [ C]. Medical Image Computing and
Computer-Assisted Intervention-MICCAI 2015 18th
International Conference,2015. 234-241.

[22] TANG T W, KUO W H, LANJ H, et al. Anomaly
detection neural network with dual auto-encoders GAN
and its industrial inspection applications[J]. Sensors,
2020, 20(12): 3336.

EEE N

| = 7 B A S - 1 o 1 s v 1 N e

S HRGR

E-mail:1838972714@qq. com

HRRCGAFEE) 1, B2, EEHIE T 10 A bl as
S AR 5 R AR A B
E-mail: hcq863@163. com

S I i o 1 e R e A el 1 B R 5=
E-mail : 2143821719@ qq. com

BRI LR A, B 7 1 IR A T
W,
E-mail;: 1957468512@qq. com



