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Abstract: This article addresses the issue of traditional video encryption systems being unable to balance real-time and
security in encrypting large amounts of data, and designs and implements a video encryption scheme based on the SM2
algorithm. This scheme is based on the State Secrets SM2 algorithm and a lightweight stream cipher generated by the
"xoshiro256ss" pseudo-random number generator., It uses hybrid encryption and "one-time encryption" to ensure data
security. This solution achieves data exchange between devices and streaming media servers through the RTSP
protocol, and can decrypt and play video data through QT, providing an effective solution to the problem of video
surveillance encryption that cannot simultaneously balance security and real-time performance. After testing, the

system has an encryption time of about 3 ms for I-frames.
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Fig.1 Video frame structure
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Fig. 3 Flow chart of stream cipher design
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Fig.4 Mixed encryption and decryption flow chart

s R B AR S BN S 2 B o I MR 23 9 SO
PR HEAT G I B 1 5] 2 Tt 1) B it 2 B 8 SCORT OGS T 7y o 2%
PR HEAT AL R R — A 1 e 90 285 5 3 A i 2 % i
TR PTI0 22 AR AVA RO 5 P BT K2

Bk 2.

Hi A :data,data_len

it : data_out

a) il I=1 then

b) H i Buffer

c) BEHL SM2_pubkey

d aa < ELBEHLEF T

e) HHE R S <xoshiro256ss(aa*data (asa +32))
D 115 SM2_data <= SM2_encrypt(aa)

2) for i from to data_len do

h) T8 data_out < S'data

D End

i) Else

k) HHEREMN S* < data(32)

D for i from to data_len do

m) i data_out < S* ~data (a,a +32)
n) End

o) ki data_out.SM2_data




948 & 2 F o

T # K

2 Ji i i HEAT KRR i A B e 87 A 19 SR 2
A0 AU S A L K 5 R R SR ) Y
SM2 FABH HEAT K Hfa it 5 o A 20 I ot 2 {0 1) O 3 1) R Al
B 1 A ST Y A B O B ALK A A5 B A
1 37 5 0 5 AR A0 R AT 1545 35U R B SO

3 WMImmE A RIEIT

3.1 MEBARA
T 5 Fras , A7 N H. 264 ML g0 i IS 1Y N 25 R AT
i AR R AR B AT N AL B,

kit 3 H. 264 % piik: il AR fETY
Bk o8 AbE ELIEIEESS K
I | AR i

Fig. 5 Encryption content flow chart

RN H. 264 MRS T — R W& M4
JZ (network abstraction layer, NAL) B J04E & H. 264 i i)
PR E T, 3 S B T AL B T A A A A . kR
N H. 264 WU T L BB H. 264 ff 15 45 M 15 Ok SRR
BEL T, 0% 5 19 H. 264 S0 20 200 56 2803 1 25 A Al 4 figt
IR IEA AL BT, SR AT 15 W0 1 25 41 L i AT 2 K TG I IE 1
i AT R S AT L R BUR A I 15 FE s Sl BRI, ok Ak
BA &SR K%,
3.2 EBEMmMEAR

Shy 1t — A 4 v 0 2 AR G0 0 ST AR 3 e (X S 4 O
WIHEATIR AN E . WE 6 fias , 76 B0 80 U £ 8 I » (0%
T Mt ) 508 16 A7 1R A 0 285, A St S B it AT T A R
AR B, T A s F A T 4 B 256 D B s AR %
AT ST AT . SR X RE BT T LUAE AN LR
GAMEMNIE LT AT TR R 0 A B I PR AT, A
M 5 B i 7 TR A A B, PRy BRIV B 3 B 6 s Il
Joieg 1 e ] o, TG R R TR AN T A B R AR I Y A R
KRBT E M Z B,

Il —»

(YIRS

A

wXH
fzzafa

R

Pl — WA

& 6

Fig. 6 Selective encryption flow chart
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