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Design of an ADS-B false target identification system
based on Kalman filtering

Ban Tian
(School of Electronic and Optical Engineering, Nanjing University of Science and Technology,Nanjing 210094, China)

Zhou Suning Wang Tao

Abstract: In order to deal with the interference caused by false automatic dependent surveillance-broadcast (ADS-B)
signals on flight trajectory information, a detection system for ADS-B false targets was designed based on Kalman
filtering for the prediction of flight trajectories. The message decoding is based on an ADS-B demodulation system
using a software-defined radio platform, with the decoding verification part completed on the Qt end and dynamically
displayed using Gaode map. An ADS-B fake message transmission system was created, and the track prediction part
was completed based on Kalman filtering. The jump rate detection part was designed based on the positional dispersion
of the ADS-B predicted data and the root mean square error. According to experimental tests, for the given fake

messages, 90. 4% of the jumps were successfully detected. Therefore, this system has a certain capability to detect

ADS-B false targets.
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Fig. 15 Jump point detection module flowchart
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Fig. 16 Skip point simulation verification
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Fig. 17 Partial message data
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Fig. 18 Simulation of data missing rate detection
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Table 3 Statistical of false target identification results
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1 45 90
2 16 92
3 45 90
4 43 86
5 46 92
6 45 90
7 16 92
8 45 90
9 45 90
10 46 92
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