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Individual identification method for communication radiation sources
by integrating time-frequency characteristics
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(1. Ningxia Hui Autonomous Region Radio Monitoring Station, Ningxia 750001, China;

2. School of Electronic and Information Engineering, Lanzhou Jiaotong University, Lanzhou 730070, China)

Abstract: In response to the problem of low accuracy in individual identification of communication radiation sources
under channel noise interference, a communication radiation source individual identification method that integrates time-
frequency characteristics is proposed by utilizing the difference in channel noise interference suppression effect of signal
mapping to different time-frequency domains. Firstly, extract I/Q, power spectrum, and wavelet spectrum
information from the radiation source signal, and fuse the time-frequency information of the signal through one-
dimensional convolution in both horizontal and vertical directions; then, the channel attention module and spatial
attention module are used to fuse time-frequency features; finally, M-ResNeXt network is used to achieve individual
identification of radiation sources under channel noise interference. The experimental results show that under the
interference of three channel noises, Gaussian white noise with a signal-to-noise ratio (SNR) of 15 dB, Rayleigh, and
Rician, the recognition accuracy of the proposed time-frequency feature fusion method reaches 97.6% .97.7% . and
98.5% respectively. Even when facing unknown noise interference at an SNR of 15 dB, it can still achieve a recognition
accuracy of over 97. 7%. Therefore, the time-frequency feature fusion method can significantly improve the accuracy
and robustness of individual communication radiation source identification.

Keywords: individual identification of radiation sources;deep learning;channel; time-frequency analysis
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Fig. 1 Flow chart of individual recognition of radiation

sources by fusing time-frequency features
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Table 1 Comparison of recognition performance between fusion time frequency features and single features %
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Table 2 Comparison of time-frequency feature fusion method with other methods %
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Fig. 3

Radiation source identification results of AWGN

channel training and Rician channel testing
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Fig.4 Radiation source identification results of AWGN

channel training and Rayleigh channel testing
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