oo S W4T % 3L
wﬂllﬁ@fﬁdfdﬂ%ml WO oW R H A %47 % %3 M

ELECTRONIC MEASUREMENT TECHNOLOGY 2024 4 2 H

DOI:10. 19651/j. cnki. emt. 2314716

ETHZHIEEENMENBNRESXTE

¥ EAEN FRA H24
(BHAHREKRFIZETIRESE %M 621010)

WO B T R4 I A I I B 4% 2 A S R L N % A I A PN T AR R, T IR SRR T
ResNet Fl—4E Vision Transformer F17 [ X 2% 25 ¥4 %t 9 45 30 42 F A7 00 340 25 . Horfr ResNet 0] DL HUS 3 5 50405
e 23 18] R JZ R B RRAE . BE 9% 08 3E 3 1R 31 Y M 3 % ; — 4 Vision Transformer W] D432 R 55 BLAC 2 M A9 B3 45 1F
FI T Ty HUHLH PO R R AE #E AT B 3E N Al A5 B 5T 4 T A AR AR 2R, LB v % TR e A BB ) . 7E ISCX VPN-
non VPN B4 48 [ E A7 5050 3¢ BH . BT B Jr 5 76 Uil 4k 9 N FH R 3 40 28 S 00 v A v A R AR B T 99. 596, AH AT L M Y
ResNet Fll—4E Vision Transformer D) F 28 B —4E CNN Fl CNNA K8 BFHCIZ R 2% 23 42 7 0. 9% .3. 6% .6. 6%
3.3% . 7t USTC-TFC 2016 ##fi 5 b . BT $2 Jr ¥A 7 BE A8 B A TR R 15 o S T Bk O Sk b, S T X 13 A iz
FRE T 5025 B30 e i RaA B T 98. 92 %0 3iFBH T L B A U0 8% 28 0 1t I o8 LA R B 73 24T 5 i BE ) .
KW : Wi 28 ResNet; vision Transformer; 23k 7 & H AL ; F#1F il &

hESES: TP393 N EEARIRAG: A ERIFAEFR 2 LKL 520. 3040

Traffic classification based on spatiotemporal feature adaptive
fusion network

Yang Yu Tang Dongming Li Juguang Xiao Yufeng
(School of Information Engineering, Southwest University of Science and Technology, Mianyang 621010, China)

Abstract: In response to the current surge in network traffic leading to a sudden increase in network security incidents
and an added burden on network management, a network architecture based on deep learning techniques has been
proposed. This architecture involves the parallel use of ResNet and one-dimensional Vision Transformer for the
identification and classification of network traffic. ResNet is capable of extracting deep spatial features from flow data,
ensuring high accuracy in traffic recognition. Meanwhile, the one-dimensional Vision Transformer excels at capturing
more representative temporal features. By employing an attention mechanism to adaptively merge these two types of
features, a more comprehensive feature representation is obtained to enhance the network’s capability in traffic
identification. Experiments conducted on the ISCX VPN-nonVPN dataset demonstrate that the proposed method
achieves an accuracy of 99.5% in application-based traffic classification experiments. Compared to standalone ResNet
and one-dimensional Vision Transformer, as well as classical one-dimensional Convolutional Neural Networks (1D-
CNN) and CNN combined with Long Short-Term Memory (CNN + LSTM), the proposed method shows
improvements of 0.9%, 3.6%. 6.6%, and 3.3%. respectively. On the USTC-TFC 2016 dataset, the proposed
method not only easily identifies malicious traffic but also accomplishes the classification of 13 different applications.,
with an average classification accuracy of 98.92%. This proves its ability to recognize malicious traffic and perform
fine-grained classification tasks.

Keywords: traffic classification; ResNet;vision Transformer; multi-head attention mechanism;f{eature fusion
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i FEAT 3 2 A R I i S 5 bR o 1 S AT
EFCXS LS B . FTP 4% I o 1452 21, SSH (%
RSO BN 05 R 22, SR, BEE M4 HOR B K e, 3l
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P8 AT A BT L AR AR 2 0 19 B 1048 42 SF A6 T 5478 B 1 A 8 R
3, FETTN R AT 2028 2 U A S N I RN O RN
RB

Fifi 5 MLER 22 ST H R I 2450, BF 92 N B3 R 310 AT LUK L
FeF 2 I T i R . i Shafiq %5 T C4L5
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St AR BA U IR 88 , 50 W RE 3R AT 4 R B A . Rt
MRV 25 4y SRR R B TR B S ORI

Wang 55 42 T — Fp i | — 4 CNN Cone-
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CNN AT XS L. F 5 07 vk 1 40 73 S8 i B 93. 900, #L
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(out_channeD) F155 — )2 ) H LA K (stride) MR 75 SR #E 47
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W 2% 2 LTI PN
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language processing, NLP) 1 H: At 45 3 , I B #9718 5+ 09
4R,

Transformer B (1) 4 i 28 5 7 I AZ O FF A4 & MA, £
B H 1A i A Y 5 SRR O MF BT T AL B R
ARy A . 2 Sk TER I HLEE AT AL N — R R
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AR S S S A T — B W AF 16 GB, #5# NVIDIA
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{3855 2 LA Python3. 9. 16 Jy JERlE & FRET, R H 2. 0. 0 fiiA
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