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Design of a Paillier encryption acceleration system based on
software-hardware co-design

Zhou Hua
(College of Big Data and Information Engineering, Guizhou University,Guiyang 550025, China)

Ruan Dujun

Abstract: This paper addresses the issues of low computational efficiency and insufficient flexibility encountered during
the encryption and homomorphic operations of the Paillier homomorphic encryption algorithm. We design and
implement an acceleration scheme for the Paillier algorithm. Utilizing software-hardware Co-design technology, this
scheme efficiently processes algorithmic precomputation, data interaction, and the requirements for parsing algorithm
operations, thereby effectively enhancing its flexibility and reducing resource consumption. Furthermore, significant
improvements in computational throughput and real-time performance are achieved through the customized design and
implementation of a dual-high-radix Montgomery modular multiplication core. Test results demonstrate a significant
acceleration effect on the algorithm's critical computational steps. Under a 1 024-bit computational width, the average
latencies for modular multiplication and modular exponentiation are approximately 0. 523 and 667. 42 ps, respectively.
Compared to an Intel Core i9-13900HX processor, these latencies are reduced by approximately 68. 74 % and 42. 76 %
(corresponding to speedups of 3.20X and 1.75X). The proposed scheme is capable of providing efficient privacy
computation support for secure multi-party computation and federated learning.
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Fig. 5 Montgomery modular multiplication state machine structure
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29 3. 20 fif , FEAME TS AT AE 1 FRAIR Y 1. 75 £

®3 5 CPUKIBREX
Table 3 Comparison with CPU latency

oA R, BN/ BURRE/
GHz us ©s
Intel 19-13900HX 4. 400 1.673 1165.91
AR ZUISEG 0. 287 0.523 667.42

FPGA %I ] H & e/ %
LUT 341 280 195 955 57.42
FF 682 560 199 844 29. 28
DSP 3528 2 635 74. 69

RO AT DAL 5 RE S PRIE B0, 3R 3 AR T A U &R
45 55 v e fb B 2% (central processing unit, CPU) 7R3 | 51
Tis bR TE A I A D FE XS Lh g R . I R AR
B IR A B0 R S5 4T T 287 MHz T AR BI%
T R AH B B R CPU 78 32 47 0 30 A2 I 1 ) 28 45
# (turbo boost, TB) TAEMR LN 4. 4 GHz, ARICIN# FR

T AR SCBE AN 3 R G Th AR B n & 9 BITaR A S
ARG W FE Y A Intel 19-13900 L Al I #& 55 W
Wy 12. 4%,

On-Chip Power

Dynamic: 6.835W (89%)
29% Clocks: 1.968 W (29%)
Signals: 0316 W  (5%)
Logic: 0.131W  (2%)
[—
Il BRAM: 0.008 W (=1%)
24%
89% DSP: 1661 W (24%)
M MMCM: 0.108 W  (2%)
1Vo: 0.002W (<1%)
M Ps: 2640W (36%)
Static: 0.852W (11%)
" PL. 0748W (88%)
WPS: 0104W (12%)

Ko i Rg ek

Fig. 9 Power consumption graph of the acceleration system

F A RN T AU R G5 H A FPGA il 3 2% (1 %F
R . B TFARRT G Z BIF RN 25, F A SR A
FE R T IR B A5 B i O S AT X B . AN, 4% SCk
HR T FH S [R) 3 50 B9 B R 4R R IR B S — A A 8 A4 6
A LUT.16 4 FF By CLB Fas. LR e {4 95 I 314 46
B, JOER AR AR e 0 B O U S RS A, T A SOk v
WA S A9 U e bR . SCER(10]. k(115 3¢
Bk 12 )5 BIAEAE ST & 28 RUR [ 5 0 HL PR ofe | A5 5 4t i
4[] T, M DA LB BRI AZR 3, R T A Bk A8 1
1024 MBS , Rk 5EE ATP f545 1 LLER &
ZRAENEE S RS R EE IR T LUT
a7 XA (R X107,

SCAR LT3 R FEH AN B itk (1 5-2CSA ML TRFEAL T ¢
FEEAR R AEIR . F H AU T IR R N AR R
WA F DSP % 18 4% 92 U, A N R P & B M B Rk
B, [EE L O T IR A O A D, 7E ATP 1 [H]
BEA RS, B EE e L ARXEAR LS. CHk[14]
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Table 4 Performance comparison of acceleration schemes

e , et BIFEALE Paillier IN% » e

Mg R MHz CLB bsP (KOPS) (OPS) k& (OP/S) BRATP B ATP
CHk[13] 278 1027 0 180. 8 J ¥ 45. 45 Jc
Cik[14] I 1272 0 992. 41 484. 57 956. 69 10. 26 21 000. 45
SCHk[15]  211/201  510/1 530 0/56 719. 4/76 J6/657. 9 Jo/ 7 5.67/7C 18 604. 64
SCHkL16] 386 1530 45 I G 680. 3 ¥ ¥
SCHRL17] 257 59 098 461 1 863.2 3593.7 7 029.9 253. 88 131 574. 37

AL 287 35478 2 609 1875.8 1498.3 3 649. 2 151. 28 189 430. 10

KH T R T PR B 0l AR e (fast Fourier transform,
FFT) ) 22 58 55 MR 3fe G 4% 12 356 % 52 55 5 R ASE e 4 12
TR T IRBE R PR TE &0 0 IR BHRE RS T —EW
WAV SRR BE N FFT REREH IR T HRE R
WM 1024~7 680 b mfr ik EARIRIHA ., (Hi FHAEH
BERHRFEHEARED, AT BRI LR, X
k(1512 FH 5 2 5058 B 5 A A fe 45 37 K £k Karatsuba K3
Fe i Be 4L, ST 512~1 024 b WIS 12, Sk [ 16]
PISCHRC15 ) LAl , SE8 T 512~2 048 b BB RE5E, ™
R Sk B A TR AR R TR R AT IT VR IEE
¥ g0 T AR IR S A R
— MR, Xk CPU A —ERERS TR EFL &,/
PETHA BRANAE - 47 31 5l F A LG A, Scmk (17 )48 H
HMAFRY Pipe FL 4244 B 4 B 1 52 HF 2 A 5 1% 5 )00 B
FIA, S T M B ik i A AR TR MRS Paillier g% 31
B, (HZTE BRI FPGA - & i FH it 0 %5 P58 & it
FPASRE AR . H R HE 35 K 26 A0 B 48 53R 75 5K L %4k Ak
P R AR K, X /NG R O o R AR S
TE SCHR A N 5 0 R X — U ST 2 A ER

SRT 5 3CR0137 ., 3CHk[ 147 3CHk(15] 3Cmk[17]
ROy e A NI <23 A I ST 5 s | <3 ) |
937.59%.88.99%.160.92%.0.68%. 5 3CHk[14]. 3
MROISIAH L 72 1 024 b BER A ik & L4 S48 7+ 4
209.33%.127.74% ., 5 C#k [14 ], C#k [16 ] #4H Lb 7€
Paillier 1 % i1 & & it & L 4 5 2 F+ &9 281.38%.
436.34% . 53CHRL17 40 b, A9 SC7E Ao Fr ik i AN L
LS EE T e ATP Rl AR SCAY B TR B C R T B %
B /IS A TR A T R A A S D A YR A R B T A
- . TR W 2 5090, XOE T FRIT T A
BE R At PR PR 3%, TGk i DB ST T AR v ) BT A 1)
B, E7 E e A R S A G E ok B Al SR A
H—E MR, XA 5 A A B HE & L A
5 s ) O SR SR R A g

4 % it
A SCER X Paillier 2 W] 25 1 285 5Bk 78 &2 4 W 7t is B
e 16 -

THABORAR Y (R, 42 3T — ol 5 T SR 4 1 ) 14 o i

AP BRI INE Y @B (IR NN RS R T L TR Ny =}

A T35 e AR VR T2 L R I 5885 5 R A 3 10 1k 2 AR 52

PR RORL 38 B 0 T AT AL B 5 R A B B2 A R

B TERE AR Bt e il Ak iz 53 B o0, 4 TR T 5 AR 1 1

R, R, FERE R LS TR 54 5 AT

B Il AXT SR 58 UERRE P ) 1 B3l 22 B S 4 . )

A RRW L TE 1 024 bit AL T8 7 B WAL GLE M TE

e KR B vERE SR R TE T 256, 4%0.74. 706, RERE
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