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Radio frequency fingerprint identification method for internet of vehicles
based on improved LMMSE channel estimation

Sheng Lina' Xu Yao'* Li Yan'® Yang Yang' Fu Nan'
(1. School of Internet of Things Engineering, Wuxi University, Wuxi 214105, China;2. School of Computer Science,
Nanjing University of Information Science and Technology,Nanjing 210044, China)

Abstract: In Vehicle-to-Everything scenarios. the mobility of devices and the complexity of the environment render
them more vulnerable to malicious attacks, necessitating a secure and efficient authentication mechanism. Radio
Frequency Fingerprinting (RFF) offers a novel approach to identity authentication in V2X networks. However, as
device fingerprints are extracted directly from wireless signals, their stability is highly susceptible to channel
variations. The combined effects of the wireless channel and receiver noise cause distortion in the received signal,
making it challenging to directly isolate the authentic features of the transmitted signal. To address these issues, this
paper proposes an RFF extraction method based on an improved Linear Minimum Mean Square Error channel
estimation for the Physical Sidelink Broadcast Channel. First, a channel estimator based on the LMMSE criterion is
constructed. By exploiting the time-frequency two-dimensional statistical properties of the channel, a corresponding 2D
correlation matrix is established, which effectively captures the intrinsic coupling relationship between time-selective
and frequency-selective fading. Based on this matrix, the random channel response can be optimally separated from the
received signal. Subsequently, a channel equalization operation is performed to recover the hardware fingerprints
contaminated by the channel, restoring their original feature information. Finally, a structurally optimized dual-branch
heterogeneous neural network is employed for deep representation learning and high-precision classification of these
hardware fingerprints. Experimental results demonstrate that, under low signal-to-noise ratio conditions, the proposed
method achieves classification accuracy of 95.46% and 92. 05% in static and mobile scenarios, respectively.
Keywords: internet of vehicles;radio frequency fingerprint; LMMSE;device identification;neural network
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Architecture of two-branch heterogeneous neural networks
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Fig. 8 Spatial attention module
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MOV1 100/100 98.53/98. 54 100/100 98.09/98. 23 99.7/99.7
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MOV3 100/100 99.49/99.5 98.29/96. 48 97.65/98. 29 100/100
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DenseNet 93. 38 90. 02 90. 28 22.17 0. 240 10. 47
EfficientNet 93.73 91. 39 92. 25 3. 88 0. 030 3.93
MobileVit 80.91 81.08 77.67 2. 44 0.030 4. 84
ConvNeXt 96. 21 95. 40 96. 32 85. 38 1. 711 5.27
ShuffleNet V2 92. 54 93. 20 93.09 1.25 0.010 3.09
AR SRR 94. 50 92.73 92. 85 2.16 0.010 5.15
A ICHERI+-CBAM 99. 20 99. 26 99. 26 2.19 0.010 6. 30
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