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Multi-level feature fusion for imbalanced network anomaly detection

Shen Mingna Hu Jiale
(School of Computer Science, Zhongyuan University of Technology,Zhengzhou 451191, China)

Wang Peixue Meng Yongwei

Abstract: This study presents a multi-level feature fusion approach for imbalanced network traffic anomaly detection to
overcome the accuracy limitations of existing methods caused by data imbalance and insufficient feature extraction. The
proposed framework first employs CGAN-SMOTE algorithm to balance data distribution, then utilizes gated recurrent
units with attention mechanisms to capture long-term dependencies and extract discriminative temporal local features
through adaptive weight allocation. Concurrently, bidirectional long short-term memory networks with average pooling
are applied to obtain comprehensive temporal global features. These extracted temporal features are subsequently fused
and processed by an enhanced convolutional neural network to learn spatial representations, significantly improving
anomaly recognition capability. Experimental validation on public datasets confirms the superior detection performance
of our model compared to various state-of-the-art methods.
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Overall framework of network traffic anomaly detection
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Fig. 2 Framework diagram of CGAN
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Architecture diagram of the network traffic anomaly detection model

Fig. 3
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Fig. 4 Structure diagram of GRU
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Fig. 7 Structure diagram of the CNN module
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%1 UNSW NBI5 HIEESHHBER

Table 1 Distribution of the UNSW_NBI15 dataset

LSS k4 ekt Ml
Normal 56 000 37 000
Generic 40 000 18 871
Exploits 33 393 11 132
Fuzzers 18 184 6 062
UNSW _NBI5 DoS 12 264 4 089
Reconnaissance 10 491 3 496

Analysis 2 000 677

Backdoor 1746 583

Shellcode 1133 378

Worms 130 44
587 175 341 82 332

® 2 NSL-KDD HiB&EHHER
Table 2 Distribution of the NSL-KDD dataset

AEIES K4 VI[E% S ik 4
Normal 67 343 9711
DoS 45 927 7 949
NSL-KDD Probe 11 656 2421
R2L 995 2709

U2R 52 54
Rt 12 593 22 544

£ 3 Kyoto2006 HiEENHER
Table 3 Distribution of the Kyoto2006 dataset

" ; %S UREWE S

SRS %4, 0 0
(80%) (20%)
Normal 200 062 49 894

Kyoto2006
known Attack 3033712 758 407
(2006)
Unknown Attack 76 545 19 279
Bt 3310319 827580
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P8 FEAE N B L B00HT 5 Bk IR BOE Y AR A A 4 g 1 L BU(E
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KA Fis
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'ﬁ:y‘:ﬂﬁﬂﬂz'fﬁ:‘%‘ﬁ?o 0.045 1 —u—Kyot02016-Traing Loss
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TP +TN + FP + FN 3 0.039 1
TP £ 0036 |
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Precision TP L FP (20) -S|
TP 0.030 -
Recall = = 21D :
TP + FN 0.027 -
2 X Precision X Recall 0024 ) ) ) ) ) ) ) . , )
Fl= Precision + Recall (22> 2 4 6 8 ,%igk%;/zk 14 16 18 20
KEUY
3.3 XWERIM . “ o %
. ” o . 8  Kyoto2016 K4 5 i 5k ok £ 1&]
FEAS Y256 v, S 488 70 19 ) 2 B30 AT TIE - OB A - ] 4
ig. 8 Loss function curve on Kyoto2016 dataset
ARHOSE R 64,5 S RBH 0,001, BK)Z % E 64, B
RN R 3, BFUZ 1.2 A1 3 % H il 38 43 51 1 B8 32,64 x4 DEEEATENENEESS

128, F K fb)Z % 0 K/NEEE A 2, Dropout 7 0.5,
FH Adam DAk 2% 3 LAAS UG 5 2% R BOVE R 15 2k 1 BE

Table 4 Data distribution before and after minority

class sample balancing

PR eI AL, IR BN 20, 78 Kyoto2016 FU#E 4 EIE/TE S K4 P-4 iy -1 I
WIAE A 8 s, Analysis 2 000 11 095
Sy i DR BT AN - A ) B, 4 ] CGAN-SMOTE Jr % 3 Backdoor 1746 10 152
I B 0 BE AR, %IRRT o g eode 1133 10995
CGAN RFE, 16 LR I, 54T SMOTE SRAF , i A5 50040 45 7 Worms 130 10 052
i o BSCHE B 0 TR B RN A IS B Ay R AN ER 4 PR . R2L 995 10 995
BT HRFEAR [FREHOR R P B 19 T, A SC3HE A7 T 3% NSL-KDD U2R 52 11052
TS A, 2 A DL R B H 4 A B BE . GRU TR Normal 200 062 3 200 062
BiILSTM F # ¥t CNN F# #t . GRU + BILSTM # 3t Kyoto2006 Unknown Attack 76 545 3076 545

GRU-+CNN #i e BiLSTM + CNN #% He DL J A< SC A B,
SEEGEERANEL 5 PR . AR B SRR TR 3 A TR 4
XA R Y A B R B T X L e g AR, AL

i AR B A8 A A5 T I 4 O S R DN ) R A RE
TR T AR 1 A AT S

x5 HEXBMIEER(EHE)
Table 5 Comparison results of ablation experiments ( Mean) %

Him UNSW_NBI15 NSL-KDD % ¥ £ Kyoto2006 44
MERR RIBRR HlR FLE MR ORR gl FLE MEMR MR HJRER FILHE
GRU 86.881 88.084 87.257 88.442 88.269 87.002 96.584 91.741 96.081 99.181 96.005 97.902
BiLSTM 85.971 89.241 86.461 87.937 89.610 87.174 96.893 92.476 93.765 99.098 93.556 96.574
CNN 86.892 89.145 87.442 88.184 91.014 89.910 97.669 93.311 96.525 99.201 96.485 98.124
GRU-+BILSTM 89.735 91.252 95.598 89.734 89.904 87.326 96.623 92.562 94.901 99.203 94.802 97.224
GRU+CNN  85.271 88.953 93.064 96.859 90.278 89.219 97.871 93.014 96.091 99.201 96.043 97.884
BiLSTM+CNN 87.690 90.891 94.325 90.320 90.672 90.342 97.742 93.274 96.487 99.215 96.443 98.019
AR SRR 90.241 94.128 97.114 90.702 92.090 91.944 97.876 93.358 98.622 99.254 98.498 99.178

TEASCERIE) CNN B krp, FER A T /R Kb 2
1B Ak B4 9 5 7 20 4k 2 05K A 2 384T X6 L s
. R 6 AT, R Ak B FE AR PR BE AL T Bk Ak
SRR AL 2 RE AT RO TR A B A i

g U6 UE AR SCAR R [ A 5P L SEBR BRI MHA-BILSTM,,
AlertNet,GSOOA-IDDRSN,SEMI-GRU #I ADSAE-CNN
Tt H RS AL, #E UNSW_NB15,NSL-KDD F1 Kyoto2006
BORE F A THERE IR, R 7 R EHSRER 5 N

PHE SRR, LR R, AR UNSW_NBIS
Bl S EHUAS 90. 242 % B9 E B 3R, 94. 128 %% Y A% i 3R,
97. 114 Y i 43 [l K F1 90. 702% 1Y F1 {5 78 NSL-KDD %
PiAE 19 4% R A5 20 B3 TH 0. 494 % ~13. 075% ,0. 023 % ~
21.704%.0. 355% ~ 17. 601 % Fl 0. 484% ~ 14. 913 % ; 1
Kyoto2006 04 £ b, ¥ F R M i £ 19 SEMI-GRU
LA R OFIORS B0 3R 4 i 3 0,316 % R 0.59%, 4 Lb
ADSAE-CNN B# ) F1{E4 T 0. 574 %,
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Table 6 Performance comparison of pooling layers (Mean £ SD) %

UNSW-NB15 i 48 NSL-KDD ¥t 4 Kyoto2006 %4

MR Twr mae ARE P e MEE ARE P GE RMEE ARE D

Ak 86.364  90.145  87.158  84.210 91.521 91.137 94.621 92.488 96.924 99.068 96.893 98. 346
Bewfr  88.281 92.031 95.562 89.104 90.142 89.413 96.567 92.894 97.563 99.153 97.527 98.996
BERMib 90.241 94.128 97.114 90.702 92.090 91.944 97.876 93.358 98.622 99.254 98.498 99.178

KT REZHEURER(THELREE)

Table 7 Performance results of models for binary classification (Mean + SD) %
GRS LAY TR K % PENGIp: S F1 {4
MHA-BILSTM[ 2] 65.16340.121  65.287+0.387  89.94640.205  71.120=0. 209
AlertNet[16] 78.0254-0.461  93.94240.142  73.472740.325  82.8800. 241
UNSW NBIS GSOOA-1DDRSN[17] 80.32540.352  80.894+0.214  83.13540.274  77.878=+0. 352
- SEMI-GRU[ 18] 89.29340.601  92.1744+0.113  89.82340.643  88.146+0. 326
ADSAE-CNN[19] 89.013240.267  88.748-40.301  88.0794+0.450  88.63940.357
AR SR AY 90.24240.418  94.128£0.246  97.114240. 311 90. 70240. 331
MHA-BILSTM[ 2] 79.0154-0.363  91.72140.218  92.45240.352  78.275+0. 341
AlertNet[16] 81.00974-0.362  70.24020.341  96.732740.245  82.9650. 365
NSLKDD GSOOA-1DDRSN[17] 80.42340.412  84.293+0.382  80.27540.326  78.472+0.403
SEMI-GRU[ 18] 89.99240.401  87.739+0.495  97.52440.057  92.815+0. 264
ADSAE-CNN[19] 91.59640.251  91.92140.243  97.29040.143  92.874=0. 326
AR S AY 92.09040.347  91.944+0.229  97.876+0.221  93.358+0.415
MHA-BILSTM[ 2] 95.8984-0. 142  96.21340.328  97.97840.267  97.936=0.113
AlertNet[16] 95.34474-0.224  95.364+0.251  98.40240.341  97.6210. 246
Kyoto2005 GSOOA-1DDRSN[17] 98.26140.266  98.427+0.297  97.71040.311  95.579+0. 253
SEMI-GRU[ 18] 98.30640.243  98.664+0.364  98.80140.235  96.697+0.126
ADSAE-CNN[19] 97.32140.301  98.621+£0.381  98.07240.286  98.604=0. 273
A S AY 98.62240.238  99.25440.486  98.498=0.385  99.1784-0. 207
3.4 HEERREMENSW 3 AR LAITAL E5 . B 10 JBOR 5 RS A8 A

A4 T VAR AU P BE Y AR e PR L B0 T B AR ML AR Y SEHE AR E2E . SEU 4 U, AR SCHRE H R R A R TR
7E UNSW_NBI15.NSL-KDD il Kyoto2016 =7 1 5 #iE Bk LY R RENERE R R mE M,
£ AT 5 WAL EE LK, B9 FEANER 5 RS S

100 - [ Accuracy Precision -] Recall F1 92254 99.178
100 97.876 : % H
96| = =
§ o 94.128)
941 B o4t 33
] i
& 9l E?\@ by R
oz 92+
()0 L /*M
- UNSW_NBI5-Accuracy -9 NSL-KDD-Accuracy -# Kyot02006-Accuracy 90 1
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Fig. 9 Metric comparison across multiple datasets Fig. 10 Distribution of evaluation metrics(Mean + SD)
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BB AT B PERE P AN 4R SR AT 00T, R 8 BRA ALK A
B A S8R AT E R (FLOPs) , 35 %) [k T 76 A 7 50
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Table 8 Performance comparison of modules

) B __ FLOPs/ W8t et
AGITE S itk S \ .
M B]/h 3B /ms
GRU 30464 3.77
UNSW_NBI5
; BILSTM 70 144 8.52 1.06 13.32
Input Dim=42
CNN 103 233 24.00
GRU 29504 3.64
NSL-KDD .
. BILSTM 67 584 8.30 0.76 17.31
Input Dim=41
CNN 103 937 23.80
GRU 23360 2.59
Kyoto2016 )
. BILSTM 51 200 5.51 3.43  10.39
Input Dim=21
CNN 98 561 23.10
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5] A CGAN-SMOTE fi#f g 5408 4347 AN ¥ i (] 41 ; 1] F
GRU L He 412 BUF 41 £ 408 19 B 18] )5 36 45 4 5 SR FH BILSTM
e 2 B[] 42 &y R AT 5 e Ji5 38 o O i CNIN 42 4 52 31
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