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Network anomaly traffic detection method based on
spatial-temporal feature fusion

Xu Yifan

(School of Cyber Science and Engineering, Sichuan University,Chengdu 610065, China)
Abstract: Aiming at the problems of insufficient utilization of data spatial-temporal characteristics and poor
generalization ability of e traditional network traffic anomaly detection methods, a traffic anomaly detection method
based on multi-head attention mechanism and spatial-temporal feature fusion is proposed. The convolutional neural
network(CNN) is utilized for the extraction of the spatial local features presented within the traffic data. The multi-
head attention mechanism is introduced to achieve multi-angle adaptive reweighting of key features through parallel
computation of multiple attention heads, thus improving the sensitivity of the model to abnormal traffic. The re-
weighted features are then input into the bidirectional long short-term memory network (BiLSTM) to mine the long-
distance temporal dependencies in the traffic data. Finally, Softmax is used to classify and identify the traffic data.
Experiments are carried out on the publicly available dataset NSL-KDD and CIC-1DS-2017 with a detection accuracy of
85.40% and 99.41%, respectively, which verifies the effectiveness of the method in the task of network traffic
anomaly detection.
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network, CNN) il i #4) @ £ )7 45 T4 1), BB 98 A 2R BUR
BERCHE B0 25 () 4 BE AR AR, P40, Geng ST B H — Bl T
CNN Fl ¥ FE #i 5 A 4 753 #5 (attention based deep sparse
auto encoder, ADSAE) [ /¥ 4% 5 # it fe kil 178 ADSAE-
CNN, il it ADSAE 7E4048 Fiak 3y Be ™ e > B b A, Of:
AT CNN BEAT A5 AE 52 B 5 4 28, 78 UNSW-NBI15 i 48
ARG R R IA 89. 1%, RN, i T I o e i w BLA
[A]4K 461 1, 46 2R 0 22 B 2% (recurrent neural networks,
RNNO 7R 2 iF e 40 AE 75 10 B A7 S 35 A% . Ik RNN 7R
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CNIN ZE 4 2 25 ] J&y 5 Q106 Ty 1T R BLAL 5+ (B 46 181 X B
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P REEEBMY . NETE CNN X2 ROBERHE (5 B 1 B
MR T, LA B I ALEL Bt 2 3k 5 OB HL T Cmuld
head squeeze excitation mechanism, MHSE) .

mE 1 Fros, 8 2 A I 47 00 B R D Csqueeze
excitation, SE) T4 1 A [F]J2 WA R I RRAE 15 B
AT A 2803 SR AR R % 2 RUBE A5 B M B 2 2 e ) . e
APl 2 A 2 R A AL AT AL SR A B .
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Hrb, s FREAFH X PHICE, k FREFZHK
AN, d BBIEKET.

GBS f A SE il , SE A& B K i
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MHSE framework structure
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ReL.U FIELE BB Sigmoid, [ 1 W b 2 > A5 30 38 19 A
FH, RGN [ 38 T Y 0 U B, DA I 4% O
T 0N S B AR

s = F,(Z.,W) = Sigmoid(W,ReLUW,2)) (3)

He, w flw, 50l RR$ 1.2 N2 %2 NRE
FE B,
1.3 BiLSTM 12 BUK BE &5 FF 3 451K

I 2% 5 R B U EL AT U S B B R . IS Tk S
T BOE B RS (] VUR 1P, H Y TP RN 4 3 SR A R AR R AE
W AR . PR, TR R G U e B TR i A RUBEE b AR
fea X TR BRI R I AR X E . A U iR
i LR NN R o = W VNG 1 S 7 T VAl
(BILSTM), BiLSTM & LSTM #7284k, B4 % T LSTM
FEAR IR BT 5 2% 2 th B AR 3

LSTM AT 7, R £ Mk o, A&
Hb R BR8N 8 B ] R 8 o s Y. LSTM AL fAst

BT
i, =W, s [h, \sx,]+b) 4)
fi=cW,«[h, 2, ]+0b,) (5)
0, =W, «[h, sz, ]+b,) (6)
C, = tanh(W, « [h, 1,2, ]+b) )
C,=f,+C, ., +i +C, ®
h, = o, * tanh(C,) 9)

Hrr, 6 o~ Sigmoid #iE KL, ., N BEZAY AT
H, W RIb 43 5] R K i &0, C, $8 I I TR A . C
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JFH 3k 25 RUA R (10 15 SCARS IR, 30 10 412 o A TR o 52 4 ) 4% WLk
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Rt = LSTM ™ (h, 2, C,1) (10)
fpbeckad — [ QMR (O ) (1
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2, BILSTM REME B 47 M 4l 32 i) () 2 271 o 1) & 00 4K
B R, BERFHMN R E RN AR, B s
CNN.MHSE #il BILSTM #E 8, A 3% i 1Y 152 7 GE 4% 58 53
I P 19 28 30 Bt 5 ) 2 1) e 350 RS i R sk TR A 0 06 R L b —
AR TE W TR AR A ROR

2 HTF MHSECNN-BIiLSTM B4 # il 37 72

Bl 2 s T A SCHT SR BRI A I i B . 7EAE I 2R 22
I, 6 J5U A Bt 42 NSL-KDD #E 17 5030 9 4b 3, 3 24 3% 5
TR EBUE AL A E AR AE T — fb . XF U4 B )S ( B08E , R
J MHSECNN-BiLSTM W 4 #1780l & % >, i@ 45 &
CNN.MHSE #1 BILSTM i &, /0 B #4 AR 7 A%
fife R T A SRR TR A 5 4 HE LR AR AR T B 2 R R D TR S
JE, 7E MHSECNN-BIiLSTM 1, CNN 4 $ i 1 30 48 7 25
6] 4 BE [ f 4 AR 6B, MHSE il it 2 4~ H A E ik A
IE I Hb A0 DG BEERAE L BILSTM I3 7 T #4855 i 12 S
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Network anomaly traffic detection framework

based on MHSECNN-BIiLSTM
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B A AL BB TR A 45 A RRAE S0 10 R EU(E R AT S
—Ab, ERARET B AR 38 MEUE T FREFR 3 4
FAFBURE

P AF RURHE ST BE A AL B, TN R Tk B
A AR RUBRAE L 38 11 One-hot 4 19 K5 B ¥ 46 v 19 74
PRI 4 W EH 2R . 438 One-hot %1 J5 . F 45 FR1E
Protocol_type.service #l type 43 B 551k 3 4 .70 4E 0
11 2 ) BB R R AIE

X FHOH AR AT 5 E AL BRI — b 3, 7E S E
B4 2% FH DY 43 7 JE Cinter-quartile range, IQR) J5 ¥, Ui
A S (B R A R P BE S R . X TN RR AR TSR R I
S Q) M LU B (Qy) F IQR, - 2 7 {1
F(OB), MEHEMEKRT OB, MILMERHH OB,

IQR = Q; — Q, (13)

OB=Q,—% +«IQR (14)

Horp, Q) B A M A BUE /N B R HEF G5 25%
7B R BUE T Q, A& BT A AE A 3 BUH /N B K HE)T )5 56
75 % B IRAE s £ BT R SR (8 Y L Y R A

BEAN s R B AS [R) R AF £ 49 22 55 % 55 78 2 68 1 52 i), )
FH Min-Max JH— 05 BT A AR B 2000, 1TV .
2.2 KRR

K 3 4 MHSECNN-BiLSTM FJ &I fi e . %+ F 4 A
) PO 2% 37 e 30 A A CNIN iE AT # & 222 . CNN & W
AE BB (Conv) , HiH Convl F1 Conv2 B W 1 8 O RS
33, 1E Convl &R EE N 64,1 Conv £ AL
Bz 128, HERZFRKGIA# I —)ZH ReLU BE
RRESZ S LA DI 2 3 2 r R S e 1 ARASR R T O [l

e ¥ 28 CNN AL BES B9 F#E i A MHSE, MHSE
FIH Z A 54T SE FREHL, DA 7] #f BE 3% 5 85 22 R AR AL
TEREA SE FALHc il i B ORE W SRR <, B
ZRES I £ 2 0O 2 RO YRR AE (5 B, T A 85082 = 4
RIS R RS B A= 2] g ). B4 SE KL $
4 R/ #74k )2 (global average pooling, GAP) ., 4% # )2
(fully connected layer, FC) .RelLU 2 fll Sigmoid 2., GAP
S0 i A CREAE HE AT 38 3B O R 46 TR AR (. FC X
GAP S5 5347 A & N AL AL 3, 38 3 Sigmoid it &4
B A . 24 SE BEHIFAT TAE 38 3 Bf 3 (Concat) #:
PR X RS AE B EE M EZRERFE.

2ok MHSE B B 2b P8 59 57 1E B4 A BILSTM ¥ 45
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H Softmax #EA7 IR 5 4335.
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Fig. 3  MHSECNN-BIiLSTM network structure

WA 3 4 JF BOdE 4 NSL-KDD il CIC-1DS-2017 i A7
)

NSL-KDD #{ 4t 2 41 & 4 %% 7 % . KDDTrain + .
KDDTrain+_ 20Precent.KDDTest+ 1 KDDTest+ 21",
TESZE v, Ay B 3% 3 KDDTrain+ 1 KDDTest + 1€ &Il 45
ERMIRE, %E KDDTrain+H428 125 973 AMEEA, I
KA KDDTest + f &% 22 544 % ¥ 7Y, Y 4 4
KDDTrain+ 2L 635§ 22 FCAS 7] 28 7Y ) W 45 B 1 AR it
4 KDDTest+ 45 39 Fh ey 268, Wl 4 b A2 4 17
Tl o 70 VI 2R 45 AP o B B4 3 Y ik, ok ol 45 5 6 245 S T O 5
B,

CIC-TDS-2017 IR EM 5 T 2 830 743 & Hm" .
2 8 0 e X A AR IE AT A BT AR B A R R = B
IR, ZTEME 692 304 FKEEA, W 5 M
F#, BT Heartbleed 28I B BE A IR 11 461, BF (5 Lk
BRI R A B . 4 BREE AR AR & LA 4+ LAY LU 1R 4
VIR ERMIRE . 5 AR SCH 02 A e L & 4 )
BT AR B N I BT B R AR 1L IER
HEARIE N 0,

3.2 iEMiEER

Sy VE Al B R AY R AR, B TR L 4 25 98 B ME R
(Accuracy) . ¥ i 28 ( Precision) . & 1] 3 (Recall) #1 F1-
score(Fl-score) JI J& 43 #r, TP 48 53 % I 2% Jii & 9% 5 &Y 1F
BabRic A& , TN /R IE 3 i f2k B A R IE B0 b ic 19 400
FP 48 IF & Bt 1 5 2 4G I o 5 8 30 15 25008 i #i . FN
FEOR S T A R R AG I S TF 3 A A A
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o TP +TN
Accuracy = TP - TN L FN L FP (15
. TP
Precision = TP - FP (16)
TP
Recall - W (17)
Floscore — 2 % Precision X Recall (18)

Precision + Recall
3.3 ZTWERSH
SEHG V- 5 R B 9 NVIDIA GeForce RTX 3060 Ti,
Python 3.9 1 Tensorflow 2.10.0, MHSECNN-BiLSTM
ZHEFERBWE 1R,

k1 SHEE

Table 1 Parameter settings
SR E NSL-KDD CIC-IDS-2017
Epoch 50 30

Batchsize 200 200

Dropout 0.1 0.5
Learning rate 0. 001 0. 001

Optimizer Adam Adam

1) 7 il 52 5

R4 HIT AT HR N I 4% S R A I P R Y TR 8 o
T il S 38 % MHSECNN-BILSTM K B 2 — 241 B3 4 76
NTFHCIE 4 NSL-KDD 1 CIC-IDS-2017 b 1 52 46 4% 5,
ST VAL T I T 2R (Accuracy) fE 1 2 (Precision) |

B [ (RecalD) il Fl-score(Fl-score) % — /K38 ¥5 .

% 2 JyK A MHSECNN-BILSTM & H 81— 24 535 43
O BOE 45 NSL-KDD _E ) 52 5 45 £, MHSECNN-
BiLSTM # & ) Accuracy & 85.40%, Precision A
83. 06 % ,Recall 4 93.42% ,Fl-score J}y 87. 93 % & B3I 4k
WFE] A 4 258.8 s, MHSECNN-BILSTM #8454 T £ 3k
TR T HL AR A A O W R R, TR —
CNN, MHSECNN #1 BiLSTM # %, 3& 5] MHSECNN-
BiLSTM #£ X 43 1E # Uit 0 5 Bk it 0 77 100 HL A 300 i o 28
e 1. 5T Precision ¥5 45 JF & M BB ITAl , BILSTM #1718 %
MR KSR 92.87% ., Precision 3 /i B K & 1E %
TEPIRPUN N E R EF R . Recall MR/REAIBEWEH
BRI R TR A, W ER., R RER W ESE
K Recall 8 b1 T £ A 4 B8, 7£ Recall 1§ #5
MHSECNN-BiLSTM # # + # — CNN., MHSECNN
BiLSTM &€ 4 3 #2 F+ T 20.33%,10. 70% 1 23.72%.
WAb , 7E 25 4 T 4l 48 85 Fl-score b, MHSECNN-BiLSTM
R P BE K 4K 38 FL A B AL, K Ah, MHSECNN 5 CNN
A HERRIE R T 3. 0420, XRHAL A L2 L TEE HHLH
1) MHSECNN BE 12 B 47 Hb 4b B R¢ AiF (9 36 B, 39 5 1 B 7Y
B S A I AE . MHSE T 2 #L ) 8 5 i 42 8 ) R
B W AR A5 B3 Sl AS B AE B B B 08 56 1 15 B R I R i
A, BOTE R E 4 Wl W o W R G R . R
MHSECNN-BILSTM # B i Il 2k i ] 2 1 516. 2 s, B[] T
BT B — B (H 7 o G A5 T A R A 0 1 BB R THIE
BT A R 8% S i A U 458K 1 A AR

& 2 MHSECNN-BIiLSTM 5 # — [ £&% 9 52 36 % bt (NSL-KDD)
Table 2 Experimental comparison between MHSECNN-BIiLSTM and a single network ( NSL-KDD)

A Accuracy/ % Precision/ % Recall/ % Fl-score/ % R EIBARERAS
CNN 81. 27 92. 42 73.09 81.62 357.7
MHSECNN 84. 31 88. 94 82.72 85.72 462. 8
BILSTM 79.70 92. 87 69. 70 79.63 1004.1
MHSECNN-BIiLSTM 85. 40 83. 06 93.42 87.93 1516.2

2 3 5 MHSECNN-BILSTM K H: 81— 20 /% % 43 75 %
#4E CIC-IDS-2017 Iz i 45 . MHSECNN-BILSTM
BHYEY Accuracy i 99. 41% ,Recall 2l 99. 85% , ¥ B & ft
F Xt AL A, Fl-score A 99.20%, % B} MHSECNN-

BiILSTM £ £ & WA #6 A t BA o i g, AR
MHSECNN-BIiLSTM (@Yl kb Al 45K L ik 4 258. 8 s.fHH:
1 Accuracy.Recall \Fl-score MW 2, i — L UEE T
JIT R ASE T A DO £ S A e A U R R RO

3% 3 MHSECNN-BILSTM 58 —R &8 L1 3 Ltk (CIC-1DS-2017)
Table 3 Experimental comparison between MHSECNN-BIiLSTM and a single network ( CIC-IDS-2017)

Y Accuracy/ % Precision/ % Recall/ % Fl-score/ % IS [a] 145 / s
CNN 96. 97 99. 96 91. 70 95. 65 698.9
MHSECNN 97. 29 99. 23 93. 27 96. 16 947. 5
BILSTM 97.05 95. 44 96. 52 95.98 1911.6
MHSECNN-BILSTM 99. 41 98. 56 99. 85 99. 20 4 258. 8
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5 HA TARMEATX L ®5 S5NAFERELNEE P17 L (CIC-IDS-2017)

g iF — A B 3F B #2 MHSECNN-BILSTM # % /Y %% Table 5 Comparison with existing anomalous
RSB B S AR IR B AT X . Fatani 2500 4R traffic detection models( CIC-1DS-2017) %
T —FPEET ONN R 53 (L5005 TSODE ()57 4 Uit gl Accuracy Precision Recall Fl-score
A INAEAL , A CNN AR S R AE $2 U8 L I i i TSODE it TSODE 96.48  94.75 95.63 95.19
FIRFAELE R . B 76 1 oA (0 A WOKS B . Eilaiz 55 311 CNN-CapSA 98.08  99.57 95.15 97.31
T T TR B 2 o RRE AR RE A BT L 8 4 AR A DU MSAFE-ATD 98.90  99.67 97.31 98.48
AR ONN O 2 002 B S ORI 32 ) 2R E Y. MHSECNN-BILSTM  99.41  98.56  99.85 99,20

FoR TG RBE R B IR HITRE R, BAER & S
WERE . BRE T EY R T —Fh T 2 R B R
O 1) 0 2 S U A AR B MSAFE-ATD, # i 3 &5 4%
fEZEBERVL R BR TCARRRAE , JF 2T 2% 45 CNN F1 2 R i
B AW HATIA 2= 2T B 76 R i e B2 0 & 2000 1) Jm) 3 AN
ESE SN

% 4 JB/8 T MHSECNN-BILSTM #5453 A3 1Y JL
SR B R M A ZE NSL-KDD 8R4 Ry X b4 5, i
it 5 TSODE. CNN-CapSA #1 MSAFE-ATD XJ I,
MHSECNN-BILSTM £ Accuracy ik 3| 85.40%, L T
TSODE #1 CNN-CapSA #l MSAFE-ATD, & #&
MHSECNN-BILSTM 7 Precision #§ #5 b A i 1 #, {H
MHSECNN-BILSTM ) % 14 & S8 R B4 , 7€ Accuracy.
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