- W o oW R A CREECR g
Tl Jir il ™
U A ze ELECTRONIC MEASUREMENT TECHNOLOGY 2025 4 4 A

DOI:10. 19651/j. cnki. emt. 2417593

B T i 29 3R B9 8 e ) RE R B9 i E N T R g

AEA HAEYIR
(EehBIRFEAFKE 7 M 510641)

WOE YT T SRR ] R G A A i 2 6 5 B 3 SR A R A AR T G LR A ik R R A B R R Y
B B M T R L R G 55 S R R AR o R AS B S VTN . B A% G R B A B S A T G () L b —
TR0 5 T A 00 24 B A P DO e DR e SR S R o B M R s . B SRS R T A XU 1 B R A o A R
I % HETE AR 2 AT MG 55 PR 2 BT, W ARV AE R O BE AR . 5 IR BRI 2 Sl g 5 AR St A S A T AT A B T A
T Al 2 00 b I R 2 Ak g B M R 2K 392 0 PR SR AR O 4 e e I G P 81 . S E IR IS AT AR TR 1 Bl Y
AT 2 R W MR A L A% G BEATL B0 T kL BT AR s A DR AL B B AE AR BE 95 06 DA BR Mk 1 IRD L 4 e A RvE
PRI T 40% . WA AW T IMAE MG RESH ARSI XM A RIS &R R m, 458 %
BT £ 1 09 5 T 00 A 09 i 15 37 B 080 A 47 457 Tt o i e 1 ] s, 0 38 R P 0l ) Sy 25 RAT RO L AP I R 4 T N
BT I B AT B T A G 5

SRR PR s AR A o s M AR AR AR AR s M A A

FESFEE: TM73; TNII XHkARIRED: A EXRirEER S ENKBE: 170.4

False data injection attacks strategy for microgrids
based on detection constraints

Lin Dingjie Xiahou Kaishun
(School of Electric Power Engineering, South China University of Technology,Guangzhou 510641 ,China)

Abstract: Existing security research on microgrid frequency control systems lacks a comprehensive analysis of severe
attack scenarios, particularly high-concealment attacks executed by adversaries using internal information. The system
vulnerabilities and the extent of their potential impact remain insufficiently assessed. This paper develops a load
frequency control model of microgrid that incorporates wind, solar, and storage, and performs a vulnerability analysis
of its communication layer to identify potential attack vectors. To address concealment constraints, an optimized attack
model is formulated by introducing slack variables, which transforms the nonlinear optimization problem into a linear
programming problem., enabling faster solutions and the generation of specific attack sequences. Finally, multiple
attack tests are conducted on microgrids in islanded operation mode. Compared to traditional random attack methods.,
the proposed optimized attack sequence achieves approximately 40% improvement in attack effectiveness while
maintaining over 95% stealth. The effects of key microgrid system parameters, different operation modes, and various
renewable energy penetration rates on optimal attacks are analyzed. Results show that the proposed optimization-based
attack can significantly improve attack success rate and effectiveness while maintaining stealthy. indicating that
microgrid systems remain potentially vulnerable to well-designed attacks.
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Fig. 1 Block diagram of microgrid frequency response
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Table 1 Microgrid and attack optimization parameters
AR SHUE | R SRE | AR EL
M 0.1677 T, 0.1 e —0.5
D 0.0015 T, 0.2 ey 0.5
R 0.05 T, 0. 26 v —0.01
K, 1.4 T, 0.04 0 0.01
B 5 T. 0. 004 o 0.001
T, 1.5 T, 0.4 Afi’m —0.15
T 0. 04 T, 0.08 AP™ 0. 15
50.6
50.4
B
50.2 - - - - ZAERE
N
e
5 500 a AAANAAANAN A
K
49.8
49.6
494 . . . i ,
10 20 30 40 50
FRF 8] /s

B3 R s R AR Y 5

Fig. 3 Microgrid frequency fluctuation under non-attack conditions

3.1 BRREBHFIIER

FE T ST R Y Mo AR B, A SR X7 L (15) Al
(16) 3R i A e AR BT 7 3 . 1 SR 3t R i iE A T &
SN 4 R . B N e =20 s PR L BERIF R R
TR D S B SR B il b T, IR AE ¢ =20. 76 s SEBE TR
B, CTT=0.76 s, %W T8I+ H 2 58 0% BE 48 A 5%
TR G K BT XA

50.7r

so6t —e— SERHIE - - - - KAME
: —— RS

50.5 50600

5041
Z 503}
@ 5021

501+

) ) ‘ ‘ (7'/“7': 0A7‘6 s ‘

202 203 204 205 206 207 208
B} 18] /s

4 e RSk T O

Fig. 4 Waveform of the generated optimal FDIA sequence

49.8 -
20.0 20.1

TR S 2B S A3 I it DA 432 30 2 199 I R A Tl
Wi A 22 00 (L DX B DR b T O e R SR IR s AT K

RN S AR RN R T T RS R G R GRS 1 )
Wi 6 T 51 & AS 24 1 98 T B . 0 3 Ao B AT A0 R 0 o {E
i 22 GE iR A DX daf 67 2R G0, 4% 00 ) DG & 30 T
Hl4E 4 . WG . B0k e 50 R FEALAL I T 00 e R & o ak
5 R G000 U WY, B AT BRGNP R e
51

B 5 BN T Bk i I O 8Ot P 0 RR AT L2 R 3
HIE i i # v FDIA (s B R MR M 4, MR, h
IR B R T AR AN TR Bk 22 () 5 A S R

-0.05 10.12
—eo— MR AHH
—=— IS S YA
-0.101 10.10
g O 0.08 =
: "2
o —9.20 =
B 0.06 &
Q -0.25¢+ iy
= Fll
LY 0.04 =
030+ fﬁ
-0.35 4 10.02
-0.40 ‘ : ‘ ‘ : : - 0
200 20.1 202 203 204 205 206 207 208
i 8l/s

5 AR O A AEAT

Fig.5 Frequency diagram under optimal FDIAs sequence

B — [ 328 39 0 U e A B ik R R e e T ATL A L R T
REAR Bk 1 B e AR . b AN R B b R B &, 7
PIFESkid BDD Wy I 5 824 3h R g e s AR &5, Wi ik xU A
R0 SRR IR T oy i Bt B OR T X R G R sk
TR ). 25 LRTR, BTk bF i B 08 O % 3 6 6% A DR
st i 1 P [ B i st () ) o R R A0 R G A 22 A B, B UE T
I A R .

3.2 BEMEIEM

b ik — 25 B AIE BT 4 R R 0 A RO i T 4R ek 2k
B 100 H BB ¥ 5 L 5 BEHLICE 51 AT X L4
Bro B 6 R T m B 75 MBS LI 5 51 78 55 R %
T 5 Yoy i B HOe R LA B, DR & B0 AR R
CTT A AifEi.

X b S B0 S RE AL A R R M L A Ak
CTT 424k B 1 R I, S Ui B0 o K Wt 7 45 T4 b 134
FR T HEALTCE R I H P AR G0 T AR 0 BT A T
AT B A RS ERETIYE . B 6(a) T A SCHE A B R AR
) R DR 3 5 e 7 A T R 0 40 26 i 7% . AR B 09 3K
i) S O PR R R DU R =2 P T B L 3 O 4 O R B
AR R M, B 6 (b JBan T i A B i CTT 4
M. I BHAR SC T 2 05 1k RE A8 B A S50k R A R Y 2

HEgt g5 RNk 2 Fron. WNBGE IR F, Friit
BILIRBT 92. 1% MBI R, T BE LI B AR A AP fR A
F 60 %, H IR M I A BESE i BDD kL . AR

e 121 »



448 % v 7o ¥ o3 A
0B g \ FE (R0 % 20 e S EURA RS 2R L Eah . M
B . St KOR A BTV 3 9 KO 0. 510, 68 56 T B b
o - — R et 0 3. 787 AT BT LT B A LS /AN () B B 0 B 5
3;;052 ! . BRI Tty | AT AT AW . 2 TR L S 4 R T 4
= L om . SEW T i 0 A 0 B 6 R I
b o°r " " R 3 A AR bR X T RE P R )
g 017 f\‘ . . 3.3 XBSHHREIN
* = gm . A VA 7 A AR S P L BOE T T R 1 T AT
L VERTRERE . AT 00 50 5 A £ R 58 07 5 PR 22 T
= = 8 & "g' o 3 5 W 8 o 0 A B8 54 3 40 2 A e o 2 R
Bk AT S T AT VEAS 4R 0 0 52 PR A 0 X e A 2R
(@) Frequéi)cﬁfcﬁﬁ(ﬁ)iiﬁistribution HEAT £ PR E ST -
o 3 3o B P O e 1 56 B 2 0 AT 5o 5 I R0 B B
o Bituk VRAFSE T TR0 A Jr 3 7 7 0 7 [7) 25 5500 1 1 i 4 4
< <t SO REL R R 2 6 B
5 ) B, BARGERANE 3 FiR.
2 o %3 XRBMEBESF
ﬁg\a( ’ P Table 3 Sensitivity analysis of key parameters
TR P R - eh Ak Rt AAE PR RIIE
! BH /% /% /%  CTT/s /%
' ) Fe v 0 97.0 95.0 1.138 92.1
0 10 2 40 30 W 0.0l 95.0 98.0 1.023  93.1
(b) CTT4M A5 Mg 0. 05 93.0 98.0 1.128 91.1
bYGIT distribution B 420 85.0 92.0  3.577  78.2
EEER RS e i M —20  100.0  100.0  0.678 100
Fig. 6 Scatterplot of different types of attacks 3}’%‘5{ 190 96. 0 100. 0 1. 143 96. 0
T WS R B fih R B 1 % 4 WU B L T R BR D =20 97.0  100.0  1.116  97.0
SEMAOFRE 2., —BRERWe LI, prmply  ZH 200 9700 1000 113 97.0
8 T 0 1 335 AR A 2 R A 24 o 2 8 38 2 14 i Ky =20 950 100.0 1179 95.0
ST B ik 5 100. 0 100. 0 0. 906 100. 0
% 3h 1 98.0 96.0 1.194 94. 1

K2 ARAEBUFHFISZITER

Table 2 Statistical results of different attack sequences

PERETE bR Rty B AL
B/ %o 97.0 0
AR Y% 95.0 60
CTT/s 1.138+1.233 33.467423.504
ik 1) A 0.51940. 162 3.787+1.538
I/ % 92.1 0

FE R O |] CTT J5 If » e A0 20 19 7 S FE i oy
1.13 s AR N 1. 233, Bl BARE FREVLICTE 1Y 33. 467 s, 4%
W2 23. 504, BER CTT Fm NI di & # 2 R G R
sk B 4y ) T L X RE S B i 2 R VTAL W AT S R A
P A A . X0 R SH i R AR B TE A5 0T P A 0 % el 19 R
FE L H T BERE T F R R G NE 55 M LALRIH 51 & B R e

e 122 »

v 2E R W T AR AT R e RE . R S bR
RGP EDN R 2, AT T M= X b MR Re py sg . )
e M R A R I B AL B, T R B O Y
o T MR MR SRR R I G T T8 1 el N Rk
PSR EAL . SR KT 0. 01 %0 B, el M A A sk vk
Sy R 95% F1 98%, ML LI H A 93.1% . M Mh &
0. 05 Y6 B , Bl MR 28 93 %0 , A AU e R AE 98 %0, il T H I
F 9L 1%, XA G MRS S A — B R B R e I
T ROR AR B4R A B TR B BE .

B 43 BT 45 3 T S IO M R ORI 67 Ui 3h R Y
AN dw A B B d o B . Y M OB 20 % B
W B N IR 9TY B E 837U, A MR E
92.0%,CTT WEWMZE 3. 577 s MM B WBEMLE 77%.
AR, 24 MWD 20 %6 B, 4% 100 20 M RE 48 A s T AR 3 4R



AR AR T AR 2 R e ol M) R AR SR RN S Rk

G

PARE LR TN R 3 G S S S R r i M R R T4
Bl oA 2 BT, 55K 0 B e R TR A PR RE R B, R
LR T T T80 o ) U R I A O 3 48 T R s . SF AR
JE BTN T 1 25 A% 52 i AR /N 7 4 20 96 19 A8 S [
PN 3 SOME RE 8 05 09 080/ I 3, BRii M 4 R AE 9590 ~97 %
ZE],CTT WAL 0.1 s, I X Lk BB HEA
AT 1 e

fol HL T 2R 53 3t L A 4 /N 1) A5 S5 o B, X R R
BRAMNTRE RGBT 28 g, Kk, %
FHL, ) 70 7T I3 2 G R R X R B A M R N R
PROBE T AP BRI A BT . X L AT SR B R B 8N, i Bk
P I 2 G A6 T U RS O TR T 9 T s s 2 0 B 0 VG 5 4k
e F AN TR RS
3.4 BITEXNSETBEREBESERENEST

Ry G THT B A B L ) 3R S AE S [ 38 47 S50 R 1 42 4k
BE L AT M iz 47BN AT T AR BE TR A R O 1R SR AT
FEIB AT T T . % B8 T f e R = R BB TR IR a8
1T I MBI L R W17, W, & T 3 FosE
MT AL LA T 00 . 1E H B 3 % T AL (K, =48%0) . B
BRITH(K, =257 KB ERTH(K,=90%) ., %
THA MT AR L KR K, MEHEBXE K, AR A
AL K, B[R] L 43 B4R 78, DURIE R 58 8 K L2
AR E . JERAR T, J2 R R ok R B
M=10 s,D=1, f PIRER A = DXR0R BB A 4544, AH
BRI ) 2 R ) 3 (S ARTE S 1 B SERE L AT S
FEEE, XA RS AT R R I T T R G ALA AT
YU M PEAG 25 R 7 MR 4 s,

BT RTINS I R e X TR 3 iz A7 A =X 0 ok BE T L
TR BT A M SOR B B, IR
IR, ARG ER BRI EREM 3 CTT {E7E 0. 897 s
3 1. 755 s Z ARk HbR v 25 K, 2 B T <k Al iz s ) AN
FasE , Yol JEBTE 0. 480~0. 598 Z [A % 3 1 B R 7E
92%~100% 2 [, Herp T 2 R P4, T T80 3 Ky PEfiE
AR A2

o JlEIEIT-T = JlRET-LH2 A BB T-TH3
o JEMIZAT-TH m FFMIELT-TH2 A FMIE4T-TH3
o THHEMAE-TH w G- TR A e MR- T3
AAA A4
2.0F
A
g 15+ A °
3'@ 1.0 o ®

0.5

Yok
ﬂh(
I u

0 2 4 6 8 10 12 14 16 18
CTTls

B 7 AT 5T Bk Hos e A

Fig. 7 Scatter plot of attacks in different scenarios
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Table 4 Adaptability analysis of operation modes and

renewable energy penetration rates
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