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Researches on Windows kernel variable locating and application

Che Shengbing Yi Wen

(College of Computer and Information Engineering of Central South University of Forestry & Technology, Changsha 410004, China)

Abstract: The data of Windows kernel variables was used frequently on the analysis of memory. But locating these
kernel variables was limited by the operating system. Former scholars have proposed some algorithms of Windows
kernel variables locating. But after experiments, the result was not satisfactory. With an improvement on precedent
algorithms, an algorithm based on virtual address translation was proposed for accurately locating kernel variables. Tt
could improve the accuracy of locating the kernel variables. And, an innovative fast locating algorithm based on the
Windows XP kernel At
MmPhysicalMemoryBlock was suggested with the example of kernel variable MmPhysicalMemoryBlock application.

variables was proposed. last, a fast memory data export algorithm based on

The experiments showed that, these two kernel variables locating algorithm are able to locate kernel variables

preciesly, the fast memory data export algorithm is able to export wanted memory data with accuracy and integrity.
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typedef struct _KPCR // 27 elements, 0xD70 bytes
(sizeof)

{

/ % 0x000 % / struct _NT_TIB NtTib; // 8 elements,
0x1C bytes (sizeof)

/ % 0x01C % / struct _KPCR * SelfPcr;

/ % 0x020 * / struct _KPRCB * Prcb;

/ % 0x024 % / UINTS Irql;

/ % 0x025 * / UINT8 _PADDINGO_[ 0x3];
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/ % 0x028 * / ULONG32 IRR;

/ % 0x02C * / ULONGS32 IrrActive;

/ % 0x030 * / ULONG32 IDR;

/ % 0x034 x / VOID * KdVersionBlock;
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/ % 0x000 * / MajorVersion(000F) ;

/ % 0x002 % / MinorVersion(0A28) ;

/ % 0x004 % / ProtocolVersion(0006) ;

/ % 0x006 % / Flag(0003) ;

/ % 0x008 * / MachineType(014C);

/ % 0x00a % / MaxPacketType(030C) ;

/ * 0x00c * / MaxStateChange(2D);

/ % 0x00d * / Simulation(00) ;

/ % 0x00e * / Unused(0000) ;

/% 0x010 % / Kernbase(FFFFFFFF804D8000) ;

/ % 0x018 % / PsLoadedModuleList (FFFFFFFF80563
4A0);

/ * 0x020 * / DebuggerDataList (FFFFFFFF8069EFF
4)5
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typedef struct _.KDDEBUGGER_DATA64 {

DBGKD_DEBUG_DATA_HEADERG64 Header;

ULONG64 KernBase;

ULONG64 BreakpointWithStatus;

ULONG®64 SavedContext;

USHORT ThCallbackStack;

USHORT NextCallback;

USHORT FramePointer;

USHORT PaeEnabled:1;

ULONG64 KiCallUserMode;

ULONG64 KeUserCallbackDispatcher;

ULONG64 PsloadedModulelList;

ULONG64 PsActiveProcessHead;

ULONG64 PspCidTable;
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typedef  struct MEMORY _
DESCRIPTOR {

ULONG NumberOfRuns;

// NumberOfPages * PAGE_SIZE Jy ¥y Fl 77 K /N

PFEN_NUMBER NumberOfPages;

/ /1847 BLEUA

PHYSICAL MEMORY RUN Run
[ NumberOfRuns | ;

} PHYSICAL _ MEMORY _ DESCRIPTOR, =

PPHYSICAL_MEMORY_DESCRIPTOR;

Hrp_PHYSICAL_MEMORY_RUN £ #4& 5 X 4 F
Fr7s

typedef struct _PHYSICAL_MEMORY_RUN ({

PFN_NUMBER BasePage;

PFN_NUMBER PageCount;

}PHYSICAL _ MEMORY _RUN, % PPHYSICAL
MEMORY_RUN;
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